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1 Introduction

1.1 Goal

Al is a fast-evolving family of technologies that contributes to a wide array of economic, envi-
ronmental, and societal benefits across the entire spectrum of industries and social activities ([1]
rec 4). When properly applied, Al technology can provide a competitive advantage and support
both the society and the environment ([1] pp 4). At the same time, depending on the circum-
stances regarding its specific application, use, and level of technological development, Al can
create risks and cause harm to public interests and fundamental rights. Such harm might be
material or immaterial, including physical, psychological, societal or economic harm ([1] rec 5).

The algorithmic bias of Al systems is a risk that needs to be addressed separately, as it can cause
imperceptible distortions in decision-making and assessment processes and lead to unjust, in-
accurate, or inefficient results. Ignoring bias will increase inequality, undermine trust, and can
result in errors. Addressing bias is necessary for ensuring a sense of justice, accuracy, and relia-
bility of decisions in all contexts (see examples in 3).

Al systems, including general-purpose artificial intelligence (GPAI), are increasingly being de-
ployed in the EU public sector to enhance governance and services. Both official and informal
use is spreading - many officials use GPAI tools individually even before official Al strategies are
established. While Al is widely used to improve services and increase internal efficiency, GPAI
brings complex issues of governance, ethics and legal compliance. [2]

Recent research shows that the introduction of GPALis driven by technological progress, manage-
ment support, and citizen expectations. Successful integration, however, also depends on ethical
awareness, the adaptability of the organisation, and the development of internal skills [2].

The EU and Member States are developing guidance on the safe, transparent and lawful use of
GPAL focusing on accountability, data protection, and human control. The Interoperable Europe
Regulation [3] and the AI Europe/World Action Plan [4, 5] (The AI Continent Action Plan) support
this direction by encouraging cross-border cooperation and the deployment of reliable AL [2] The
Action Plan aims to transform Europe’s strong industries and talent base into a powerful engine
for Al innovation. [6]

The public sector plays a leading role in improving the quality of services in different sectors such
as health, education, law and administration. Skilled use of artificial intelligence can prevent
discrimination and increase accessibility for example for people with special needs. The use
of diverse and high-quality databases is essential to reducing bias and ensuring fairness in Al
applications. [2]

1.2 Scope

The algorithmic bias risk management tool focuses on managing the risks of bias in algorith-
mic and Al systems. The tool comprises three parts: this Guideline, which describes the nature
and background of artificial intelligence systems and the biases present in these and reviews
the possibilities of identifying and mitigating biases; a methodology document, which provides
detailed instructions for setting up and carrying out the risk management process; and a work-
book designed to simplify the documentation of information required for risk management. The
risk management tool is primarily targeted at systems used by organisations. The requirements
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for algorithmic and Al systems that private persons can use for their own needs are somewhat

less strict. We are treating the risk management process as a generic one because systems can

greatly vary in their design and the sources of bias can also be different. Depending on the im-

plementation and deployment details of the system, the organisation may not be able to assess
their risks using purely technological means, which calls for a more general approach.

1.3 Terms and abbreviations
1.3.1 Terms

Al system
a machine-based system that processes input data to provide answers (e.g. forecasts, con-
tent, recommendations, or decisions) to queries which can affect the physical or virtual en-
vironment. The main feature of Al systems is their ability to produce inferences and derive
relationships from intput data through the use of machine learning models

algorithm
a step-by-step procedure to perform some action

bias
a systematic difference in processing certain objects, persons, and groups compared to oth-

ers, where the processing can be whatever action including perception, observation, repre-
sentation, prediction, or decision

explainability
the potentiality to describe an Al model's internal workings or outcomes in transparent and
understandable terms; it is meant to answer the question 'Why?' without trying to claim the
chosen course of actions is necessarily optimal

guardrails
mechanisms and frameworks acting as a security checkpoint, evaluating the user input and
generated answers based on the defined safety rules. The purpose of the guardrails is to
prevent the generation of harmful, inappropriate, or off-topic content in cases where the
safety-tuning of the model itself is insufficient

machine learning model (ML model)
a specific algorithm or a set of such to predict outputs based on inputs

1.3.2 Abbreviations

Al - artificial intelligence

AI Act - regulation (EU) 2024/1689 on Al

Al system - artificial intelligence system

EU - European Union

GDPR - General Data Protection Regulation (EU) 2016/679
GPAI - general-purpose artificial intelligence

LLM - large language model

TEU - Treaty on European Union

TFEU - Treaty on the Functioning of the European Union
UN - the United Nations

Algorithmic bias risk management guideline 1.1
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Estonian legislative acts:

AVTS - Avaliku teabe seadus (Estonian) Public Information Act)
IKS - Isikuandmete kaitse seadus (Estonian Personal Data Protection Act)
KUTS - kUberturvalisuse seadus (Estonian Cybersecurity Act)

TNVS - Toote nduetele vastavuse seadus (Estonian Product Conformity Act)

Technical abbreviations used citing legal texts:

Rec - recital (an informative introductory section in EU legislative acts)
Art - article (in EU legislative acts)

Sec - section (in EU legislation, the second hierarchy level within Articles)

1.4 Structure of the document

The algorithmic bias risk management guideline helps the user of the methodology to under-
stand the bias related concepts and the actual threats. We recommend studying the structure of
the Guideline before starting reading the Methodology or filling in the associated workbook. In
several sections, the Guideline describes systems from all over the world that have been discov-
ered to include algorithmic bias or biased Al components. These case reports help the reader
understand and better identify and prevent threats.

In Section 2 we explain what an Al system is and how algorithms and ML models fit into it. We list
the parties involved in artificial intelligence systems from both legal and IT perspectives and ex-
plain how models and systems are created. The section provides a (non-exhaustive) list of quality
metrics and test kits for machine learning models and also explains the concept of guardrails. All
this helps understand the concept of bias and the moments during the life cycle of a ML model
or algorithm where bias can be introduced.

Section 3 explains why why bias should be avoided. For this purpose we describe what kind of
damage algorithmic bias can cause to persons and organisations. This is followed by an overview
of regulations that mandate the prevention of bias-related damage. We provide the reader with
links to international standards and other materials on Al bias.

Section 4 illustrates how algorithmic bias risk management can be tied to other risk manage-
ment activities. We revise the risk management process and give recommendations on how to
describe the AI system. We explain what kinds of damage can be caused by bias present in an
algorithmic system, as well as by over-reliance on Al in decision-making. The section concludes
with recommendations on which stage of the system'’s life cycle provides the most opportune
and cost-efficient moment for dealing with Al bias.

In Section 5 we assist user of the methodology in certain specific situations and describe practical
tools. First, we help understand whether the AI system in question is a black box (no access to
the algorithm or machine learning model and its training data) or a white box (the deployer
can study or change the algorithm, machine learning model, or the training data). We will then
explain what can be done for bias reduction in both types of systems.

Algorithmic bias risk management guideline 1.1
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2 Al systems and their bias

2.1 Inside of an Al system

An AI system is an adaptive machine-based system able to operate at different levels of au-
tonomy. Based on the input data, it makes predictions and conclusions to create output data
(prognoses, content, recommendations or decisions) that may influence the physical or virtual
environment. The main feature of Al systems is their ability to produce inferences and derive re-
lationships from input data. Al systems differ from purely algorithmic software systems in that
the latter only operate based on predefined rules. Both Al systems and algorithmic systems are
viewed here strictly as specific ML models (Al components) or sets of decision-making rules.

Example. Threat assessment wizard for an Emergency Call Centre

The threat assessment wizard is an Al-based application which, by means of transcribing
the incoming call and taking into account the earlier cases, offers the rescue coordina-
tor the most likely follow-up scenario blueprint for their actions. The system is meant to
support a human (the rescue coordinator) during the threat assessment phase because
gathering all the information by sequential questions in critical situations is too time con-
suming.

ML model is a specific algorithm or a set of such used to predict output data based on input
data. An important property of the model is its trainability: the model can derive essential rela-
tions or patterns from data to improve its accuracy for future predictions. ML models are central
components in Al systems enabling them to learn from data and make decisions or provide rec-
ommendations.

Example. Business early notification prototype

The Ministry of Economic Affairs and Communications together with Statistics Estonia have
created a ML model capable of predicting whether a company'’s situation is deteriorating
(based on the overall situation of that sector of economy). If additional analysis uncovers a
threat, the computer system sends the business an early notification which does not lead
to legal consequences but helps the business-owner get their business on track.

Algorithm is a step-by-step procedure to perform some action.

To understand the effect of bias it is essential to understand where in the system algorithms and
ML models (see Figure 1) are located. An Al system gets its input from our living environment,
this is further transformed into digital data and fed into algorithm(s) and ML model(s). The latter
are following goals defined by humans and process input data until output data are produced.
The impact the output data has on the world can be direct (if the Al system is provided with
appropriate levers) or indirect (when a human changes the world based on the Al system’s output
data). In both cases, the Al system affects our living environment and if the Al system is biased,
the effect on our environment will also be biased. The methodology presented here has been
created to facilitate the recognition of this kind of bias and prevention of its consequences.

Algorithmic bias risk management guideline 1.1
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Al system

External Model
environment Perceive Input data
(context) )
Algorithm
Physical and
virtual , Task or goal
worlds Algorithm
\ Output data .
Influence Algorithm

Figure 1. Overall model of Al (adapted from [7]). The external environment, which can be either
physical or virtual, is perceived by the AI system. This results in the generation of input data which
is transmitted to the model. The model, which is trained with some (implicit or explicit) purpose in
mind, generates output data, which, in turn, influences the external environment, e.g. via decisions
made based on the data

2.2 Creators and managers of Al systems

The EU Al Act defines a number of Al stakeholders (organisations and persons) as well as their
roles in relation to Al systems. These roles are explained in the infobox on the next page. At the
same time, Al systems are still software systems, meaning that they can be conceptualised in
terms of ordinary IT systems.

Algorithmic and Al systems are created to simplify, accelerate, as well as substitute human labour.
Therefore Al systems have an important relationship with the society and especially with people
who can be using the Al systems or be affected by their output.

The methodology presented here is primarily targeted at systems used by organisations. The
requirements for algorithmic and Al systems that private persons can use for their own needs
are somewhat less strict.

Several organisational models are in use for the development and maintenance of IT systems;
some of these models have been standardised. The following roles are vitally important in algo-
rithmic and Al bias risk management.

Service manager, project manager. Each system has a person responsible for running the
project of creating a system or for running an already created product or service. This role is
well suited assume responsibility for the risk of the created system, as they have the capacity
to direct the use of system-related resources. In a bigger team the actual risk management
tasks can be delegated e.g. to the infosec manager, IT architect, or analyst.

Product owner, service owner, analyst, architect. The owners, analysts and architects
know the system the best and know who to turn to for details related to the system. It is
essential to involve these people into bias risk management.

Specialists. Programmers, data scientists, specialists in the fields of law, cyber security or
data protection know the aspects of the system, product or service in depth. Itis a good idea
to involve them to clarify specific details of the particular algorithm, Al component, or usage
scenario.

The representatives of these roles may be in-sourced from other organisations. For example,
technical roles may actually work at a development partner, Al product vendor, or service provider.

Algorithmic bias risk management guideline 1.1
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+ humans - the society, social groups, individuals. The Al Act states that Al should be a
human-centric technology, it should serve as a tool for people, with the ultimate aim
of increasing human well-being (Rec 6).

« provider - a natural or legal person, public authority, agency, or other body that de-
velops an Al system or a general-purpose Al model or that has an AI system or a
general-purpose Al model developed and places it on the market or puts the Al system
into service under its own name or trademark, whether for payment or free of charge
(Art 3 (3))

+ authorised representative - a natural or legal person located or established in the
Union who has received and accepted a written mandate from a provider of an Al
system or a general-purpose Al model to, respectively, perform and carry out on its
behalf the obligations and procedures established by the Al Act (Art 2 (5))

+ deployer - a natural or legal person, public authority, agency or other body using an
Al system under its authority except where the AI system is used in the course of a
personal non-professional activity (Art 3 (4)). ‘Deployer’ should be interpreted to mean
any natural or legal person, including a public authority, agency or other body, using
an Al system under its authority (Rec 13). The regulation applies to deployers of Al
systems that have their place of establishment or are located within the Union (Art
2(1)(b)), as well as to providers and deployers of Al systems that have their place of
establishment or are located in a third country, where the output produced by the Al
system is used in the Union (Art 2(1)(c)).

+ importer - a natural or legal person located or established in the Union that places on
the market an Al system that bears the name or trademark of a natural or legal person
established in a third country (Art 3 (6)).

+ distributor - a natural or legal person in the supply chain, other than the provider or
the importer, that makes an Al system available on the Union market (Art 3 (7)).

+ operator - a provider, product manufacturer, deployer, authorised representative, im-
porter or distributor (Art 3 (8)).

+ downstream provider - a provider of an Al system, including a general-purpose Al
system, which integrates an AI model, regardless of whether the Al model is provided
by themselves and vertically integrated or provided by another entity based on con-
tractual relations (Art 3 (68)).

+ product manufacturer - product manufacturers placing on the market or putting into
service an Al system together with their product and under their own name or trade-
mark (Art 2(1)(e)). Also see (Rec 87).

2.3 Al system life cycle
2.3.1 Creation of ML models

The development and implementation of an Al system comprises several stages; taken together,
these make up the system’s life cycle. These stages are essential in understanding and compre-
hending how bias comes into the system and distributes from there. The life cycle of an algorithm
or ML model is not the same as the life cycle of a system implementing it.

Algorithmic bias risk management guideline 1.1
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Recommendations and decisions from an Al system have an effect on the external world; given
that this in turn affects future data collection and decision-making, the system’s life should be
conceptualised as a cyclical process, not just linear progression from development to operation.
The cyclical nature of an Al system'’s evolution is often the source of bias, especially if the machine
learning system servers as a basis for newer versions of the system.

MIT scientists Suresh and Guttag [8] provide a comprehensive framework for the description of
an ML model’s life cycle stages. This model will also be used here as a basis for systematising the
sources of Al and algorithmic bias. The stages making up an ML model’s life cycle are as follows.

Data collection. This stage includes the identification of the development population, followed
by the identification and measurement of relevant characteristics and notations. A development
set is formed from the collected data. It is important to note that rather than starting with data
collection from scratch, existing datasets are often re-used.

Data preparation - or pre-processing of collected data. This includes addressing missing data
(aka imputation), simplification of characteristics, and normalisation of measurements. During
the preparation phase, the dataset (development set) is usually divided into training data (for
model development), validation data (for tuning the model during training), and test data (for
the final evaluation of the model).

Model training. A ML model is created using training data (except test data). The model is
trained to optimise a specific target function (e.g. minimising the average square error). At this
stage, different model types, hyperparameters, and optimisation methods are tested and the
best ones selected on the basis of validation data.

Model evaluation. After selecting the final model, the model's performance will be evaluated on
test data that has not been previously used in the development of the model. In addition to test
data, other reference data sets may be used to demonstrate or compare the model’s robustness
with other methods. Performance metrics corresponding to the characteristics of the task and
data must be selected for the evaluation.

Model postprocessing. In certain cases, post-processing is necessary after training the model.
For example, if a loan decision model produces a continuous score between 0 and 1, it may need
to be converted into discrete categories (e.g. 'low risk’, ‘inconclusive’, 'high risk’) or a binary rec-
ommendation (e.g. 'grant/don't grant loan’). This can also be considered a part of the deployment
process.

2.3.2 Creation of a system based on algorithms or ML models

Decision to use an Al system. First, the creator of the system produces a vision. To this end, they
may analyse, for example, usage scenarios, commercial necessity, and the legal environment. It
is important to consider alternative solutions and to evaluate different possibilities of creating
the system.

Model deployment or integration into Al system. This includes a number of conventional IT
system development activities such as design, architecture, design of operating models, system
programming, user interface development. The development of systems using algorithms or
ML models may involve further steps, such as compliance with explainability requirements or
the introduction of a feedback mechanism to amend the model.

It is important to remember that the use population (data that the model sees and processes in
the production environment) may not be identical to the development population, leading to a

Algorithmic bias risk management guideline 1.1
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situation where the model in fact is not familiar with the types of data found in the production
environment. The implementation process is just the beginning of the operational life of an Al
system and is followed by new life cycle stages.

Operation and monitoring of the AI system. After deployment, the system starts to operate
in its natural environment and to process real data. This stage requires monitoring the system.
First, the technical characteristics of the Al system and its components, e.g. the speed, perfor-
mance and accuracy of the model(s) of the Al system, have to be monitored. Next, the stability
of the statistical characteristics of real-world input data also needs to be monitored in order to
detect data drifts that may reduce the accuracy of the system. Last but not least, the social im-
pact and ethical risks of the system must be constantly monitored. This includes the quantitative
assessment of fairness and bias and, where appropriate, automated real-time intervention to
alleviate the legal, commercial and reputational risks arising from potential bias.

Maintenance and updating of the AI system. At this stage, monitoring data will be used to
ensure the viability of the system. This includes both regular model upgrades (including retrain-
ing) and replacements, as well as wider changes in system architecture. Not limited to error
correction, this is a continuous risk management process that assesses and mitigates new risks
appeared during the operations (e.g. security risks, changes in business requirements). In ex-
treme cases, it could lead to the system being decommissioned.

Decommissioning the Al system. The end of life of a system may come when the maintenance
of a particular Al system is no longer feasible, or its commercial viability has been exhausted. At
this stage, planning is needed to ensure a smooth transition. System-dependent processes must
be analysed and it must be decided how to archive or securely delete data and models related
to the system and proceed it in accordance with data protection rules.

2.4 Measurement of the quality and safety of ML models

The quality of ML models is a complex concept. Model quality assessment must take into ac-
count the nature of the task, the commercial objectives of the system implementing the model,
as well domain-specific risks. No universal quality metrics suitable for all situations exist. Qual-
ity indicators can be divided into two: performance metrics for classical machine learning, and
benchmarks for LLMs.

2.4.1 Classical performance metrics

A number of standard metrics are known for classification tasks where a model has to assign a
category to data points (such as spam/non-spam).

Accuracy is the ratio of all correct classifications, whether positive or negative. This indicator
is suitable when classes are balanced during model training, but is misleading for unbalanced
datasets. Provided 99% of emails are not spam, the model that classifies all emails as non-spam
is 99% accurate but still useless.

Precision is the ratio of all positive classifications made by the model that are actually positive.
Precision is important when wrong results are costly (e.g. moving an important email to junk
folder).

Recall shows the ratio of actual inputs predicted to fall into a specific class (e.g. 'positive result’)
that the model was able to identify. High recall is important if a false negative result is costly (e.g.
failure to diagnose a disease).

Algorithmic bias risk management guideline 1.1
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F1-score is calculated as the harmonic mean of Precision and Recall, ensuring that both metrics
are given equal importance..

For regression tasks where a constant value (e.g. property price) is predicted, other metrics such
as mean squared error (MSE) or root mean squared error (RMSE) are used.

2.4.2 LLM performance evaluation

The evaluation of large language models (LLM) is more difficult due to the fact that their output
data takes the form of free text. Simple classification metrics such as accuracy or mean squared
error (MSE) do not work here. Therefore, the standard approach in the field is to use complex
benchmarks that measure different capacities of the model. In addition to LLMs, the use of
benchmarks is also common in models for imaging, speech recognition and synthesis, and other
more specific domains where simple regression or classification is insufficient.

Benchmarks such as MATH and GPQA measure a model’s capabilities in complex domains, such
as mathematics, biology, physics, and chemistry. Others, such as EvalPlus and Livecodebench,
focus on the ability to write functional code. More recently, benchmarks assessing the perfor-
mance of agents have also appeared (r-Bench, C3-Bench). These assess the model’s ability to
plan and execute tasks and use external tools. In this way, the ability of the model to work au-
tonomously can be assessed. Below, you will find a brief outline of the most important and most
referenced benchmarks used with LLMs.

MMLU (Massive Multitask Language Understanding) is a benchmark for measuring broad gen-
eral knowledge. MMLU covers 57 different subject areas, including humanities, social sciences
and natural sciences, from primary school level to expert level. A high score indicates that the
model has a broad knowledge base about the world.

GSM8k (Grade School Math 8k) is a benchmark for the assessment of mathematical reasoning.
It consists of elementary school level textual tasks with multi-step solutions. The emphasis is not
so much on complex mathematics as on the ability of the model to divide the problem into parts,
extract the correct information and then perform the required sequence of operations.

MATH (Mathematical Problem Solving) is a mathematical capability test significantly more diffi-
cult than GSM8k. It includes olympiad-level tasks in algebra, geometry, and mathematical anal-
ysis. A good result in the MATH test shows the model’s high level of symbolic thinking.

GPQA (Graduate-Level Google-Proof Q&A) is designed to test deep, expert-level reasoning in sci-
ence. Questions are deliberately difficult even for humans and cannot be answered via a simple
web search. This benchmark evaluates the model's ability to debate based on first principles,
rather than simply reproducing information found or acquired.

EvalPlus / MultiPL-E are the leading benchmarks for evaluating the ability to generate code.
They test the model’s ability to write a functionally correct code based on a natural-language
description (docstring). High scores indicate the practical value of the model to programmers.

7-Bench (Tool-Agent-User Interaction Benchmark) evaluates the capabilities of agents in a re-
alistic, changing environment. It tests an agent’s ability to have a multi-step conversation with
a simulated user, use predetermined tools (application interfaces), and follow domain-specific
rules (e.g. for customer service). This helps to evaluate how reliably an agent based on the test
model can communicate with humans and systems to complete complex tasks.
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2.4.3 LLM safety evaluation

In addition to performance, the safety of the model is also of great importance in the assessment
of an Al model. Whereas in the past, the focus was mainly on filtering obviously harmful content
(e.g. instructions for illegal activities), modern safety benchmarks are more complex. They test
the model’s resistance to manipulation attempts, its tendency to give dangerous instructions,
and its behaviour in the form of autonomous agents. Safety assessments are essential to ensure
the responsible development and implementation of the model.

SafetyBench is a broad-based benchmark that is considered the standard for assessing the
safety alignment of the model. It consists of thousands of multiple-choice questions in seven
risk categories, including offensive content, illegal advice, self-harm and prejudice. Safety-
Bench gives an overview of the model’s ability to avoid generating clearly harmful responses
in different scenarios.

AgentHarm focuses, unlike fixed questionnaires, on the risk of agent-based misuse. It mea-
sures the model’s behaviour in multi-stage tasks that can be considered harmful. Two as-
pects are evaluated: firstly, refusal rate, i.e. whether the agent refuses to perform a danger-
ous task, and secondly, jailbreaking resistance, i.e. how well the model can resist attempts
to circumvent its trained security restrictions.

VLBiasBench (Vision-Language Bias Benchmark) is a benchmark specifically designed for
large-scale visual-language models (VLMs) focused on identifying social biases and stereo-
types. It is based on a synthetically-generated image dataset designed to prevent data leaks
where the test data has already been present in the model training set. VLBiasBench covers
nine categories of bias (incl. age, gender, race, profession) as well as intersecting bias, asking
both open and multiple choice questions to models. The aim is to determine whether the
relationships inferred from visual and textual information give reason to consider the model
biased or promoting inequality.

2.4.4 Guardrails for language models

In addition to the internal safety setup of the models themselves, real-life implementations of
artificial intelligence also include so-called guardrail systems. These are external frameworks
or models that serve as a security checkpoint, evaluating user input and model-generated re-
sponses based on pre-defined safety rules. The purpose of guardrails is to prevent the gener-
ation of harmful, inappropriate, or off-topic content in real time in situations where the model
itself failed to do so. The nature of the implementation of guardrails depends on the deployment
model of the particular Al system.

Guardrails integrated into APIs from large vendors Companies such as Google, OpenAl and
Anthropic build safety systems directly into their APIs. Often these are so-called black box in-
termediate software that the userd cannot configure themselves. They automatically filter the
content according to the service provider’s own safety rules. They can filter both the user’s input
and the model's output. Many users only need this kind of non-configurable default safety level
that is constantly updated by the service provider.

Open source guardrails. The best-known example of this category is Meta's Llama Guard. This
is alanguage model that is fine-tuned to mark inputs and responses based on a safety taxonomy
(e.g. violence, hate speech, recommendations to perform illegal acts). The main advantage of
this approach is transparency and adaptability. Developers can implement such a model as part
of a guardrail framework or system, modify settings, study its behaviour, and even fine-tune it to
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meet their own application-specific rules and risk tolerance.

Specialized frameworks and cloud service solutions. Specialised frameworks have emerged
for more complex or specific needs. One well-known example is NVIDIA's open-source NeMo
Guardrails. In addition to easy content moderation, NVIDIA's solution also offers programmable
guardrails. For example, a model can be prevented from discussing certain topics, hallucinations
can be managed by knowledge-based fact-checking, and dialogue can be directed along pre-
determined paths. A growing number of cloud service companies, such as Guardrails Al and
Giskard, also offer guardrails as a service. These platforms provide sophisticated and managed
safety solutions for business customers, such as data leak prevention, ensuring the coherence
of the brand's voice and image, and safety analytics.

2.5 The essence of bias in Al systems
2.5.1 Understanding bias

Under the bias of an algorithmic or artificial intelligence system, we mean a situation where a
system using an algorithm or an artificial intelligence component (such as a machine learning
model) provides decisions or assessments that display preference for specific groups or charac-
teristics regardless of their relevance to the task at hand. It is important to note that algorithmic
bias differs from statistical bias. In quantitative terms, bias is a systematic deviation of a value
from a base value, whereas algorithmic bias relates to decisions and opinions. Also note that
bias as a phenomenon is not always derogatory or directly harmful for end users - bias can also
make the Al system exceptionally generous.

Example. Exam grades prediction system in the UK

In 2020, in the UK during the coronavirus (SARS-CoV-2) event, A-level final exams, required
for university admission, were cancelled due to the pandemic. Ofqual, the State Agency
for Qualifications and Examinations, thus awarded the students grades generated by an
algorithm, for which the most weighted element was the previous performance of both the
student and their school (!) over three preceding years. It appeared that 40% of school-
assessed grades across England, Wales and Ireland got adjusted downwards by the al-
gorithm. Students from more disadvantaged backgrounds were scored worse and those
from private schools were scored far better, with twice as many top grades being awarded
to the latter over students in public sector schools. Many students thus had a lower-than-
expected grade. The system was angrily criticized for historical and locational bias, as
even alumni of the same school from different years can produce significantly different
results [9], [10].

\.

In the case of the Al system depicted in Figure 1 in Section 2.1, bias means that the outputs of
the system are favouring certain persons, organisations or objects in the external environment
over others.
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Example. Crime prevention system PRECOBS in Baden-Wurttemberg (Germany)

The PRECOBS system was created to support the police work and predict crime rates in the
region. The system was tested for 4 years and then discontinued due to its weak predictive
power. One reason was that the system was inclined towards predicting certain types of
professional burglaries and paid less attention to several other types of crime. Thus, the
effectiveness of the system depended heavily on the area where it was used and the types
of crimes prevalent there [9].

2.5.2 Mechanisms of the emergence of bias

Bias can emerge in an Al system at any stage starting from data collection and ending with
the application of the model. Each stage involves choices made by humans - what to measure,
who to include, how to process data, how to design the system. These choices determine which
patterns of bias are preserved in the system or manifest in its behaviour.

training data
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Figure 2. Sources of bias in machine learning, adapted from [8]

Figure 2 depicts the typical data and model cycle along with the main points of emergence of bias.
This perspective helps understand bias as a systemic phenomenon, not just a characteristic of
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the model, and creates the basis for connecting risks and alleviation measures to specific points
of origin.

+ Data generation and population definition — historical and representative bias. Example:
Training data mostly includes past male employees — model infers that a suitable candidate
must be male.

+ Measurement and labelling — measurement bias. Example: Negative examples in image
recognition are low-quality or labelled incorrectly — model learns patterns that do not de-
scribe the target phenomenon.

+ Data preprocessing and split into training and test data — learning bias. Example: Data
from under-represented groups are filtered out as noise — model does not learn to handle
them at all.

+ Model definition and mechanisms of generalisation — aggregation bias. Example: The
same rigid model is used in different context even though inter-group relationship patterns
do not coincide.

+ Evaluation using unsuitable benchmarks — evaluation bias. Example: Model accuracy is
evaluated only on a single population — the model seems good but fails in a new environ-
ment.

+ application in an unsuitable environment or work flow — deployment bias. Example:
Law violation risk assessment is used for determining the length of a prison sentence even
though the model was not created for this.

Identification of these points of origin helps evaluate (see next sections) which risk alleviation
measures cover which sources of bias and there may be any gaps in their coverage.

2.5.3 Forms and manifestations of bias

Reinforcement learning (RL) is a type of machine learning process that focuses on decision mak-
ing by autonomous agents. ML algorithms used in RL can be either model-based or model-free,
most frequently the latter. Algorithms take into account parameters obtained from the pro-
cessing of previously available data or training a model’. Model-free algorithms have specific
business rules in place and decisions are made in revealed form. These systems are also called
rule-based systems?. Not many algorithms fall into this category, but the bias there has to be
considered a little differently.

The view that predictions of a model-based Al system depend solely on the content of the data
used for training is simplistic. Training data is not a static ‘given’ and data generation is not a
neutral process in which the resulting deviations are mere quantitative shifts. Data generation
involves a variety of human choices at each stage. The same stands for the ML process as a
whole.

In the next sections we will explain in more detail the main forms of bias depicted n Figure 2 and
the relevant terms, such as non-representativeness of the dataset, historically discriminatory
patterns, as well as the use of the dataset in an inappropriate situation or environment. More
fine-grained bias classifications can also be found in scientific literature; however, for a practical
methodology, 40 different bias categories are just too many.

'See Al Risks report [11], Sections 2.2.2, 2.2.3 and 2.2.4.
2See Al Risks Report [11], Section 2.2.1.
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Historical bias is the most intuitive form of data bias. Although the reflections of the world in
input data may result in a formally accurate model, it still can harm certain population groups.
This is because the model is also reflecting a historically discriminatory pattern in the dataset.
For example, Google's machine translation can still struggle with translations from ungendered
languages (such as Estonian) to gendered ones (such as English), returning results showing e.g.
that only males are doctors and all nurses are female.

Historical bias arises from natural historical changes in the population. Different rules
and customs have prevailed in different periods: for example, certain social groups have
been preferred in certain occupations. Institutional racism and institutional sexism are
the most common examples of this. Finally, the social bias towards certain social groups
comes from the context of a particular era. These factors have implications for the data
we have historically.

Representation bias arises when some part of the population® is under-represented or over-
represented in the data sample used to develop the model. As a result, the model cannot be
extended to some parts of the population. This form of bias may result e.g. from the incorrect
selection of the target population (data describing people living in Abu Dhabi may not be suitable
to analyse inhabitants of Canberra), the under-representation of certain groups in the target
population, or the limitations or unevenness of the sampling methods.

When collecting datasets for the purpose of creating a model, bias may be caused by the
exclusion of certain groups in the collection of data, uneven (non-random) selection of rep-
resentatives in the sample, over-representation of the most common group in the popula-
tion in the sample, or over-representation of enthusiastic data donors in the sample. The
latter is a concern when encouraging data altruism: a dataset based only on data provided
by activists cannot be guaranteed to be representative and balanced.

Measurement bias can occur in the selection, collection, or inference of attributes and labels for
a predictive model. These attributes and labels are meant to replace or mediate any construct
directly unobservable or impossible to encode like loan eligibility’. However, such an intermedi-
ate attribute may oversimplify the complex construct because aggregated measurement results
may be obtained by different methods and the accuracy of the measurements may vary for dif-
ferent groups.

3population in this context means any set of entities that should be described or represented by the ML model
being created.
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Understanding measurement bias

The most common source of measurement bias is uneven data quality, incomplete or care-
lessly applied classifications, ontologies and formats. When textual, speech or video data
are collected, ensuring consistency in diffuse data collection is particularly difficult. In ad-
dition to the source data, errors may also arise from labelling - if the person labelling the
data undervalues or overvalues a character, effect, or signal in the data, it also affects the
quality of the model and may cause the emergence of bias. And, of course, in quantitative
data, measurement errors (and biases) are one of the causes of measurement bias.

Aggregation bias can occur when a rigidly generalising model is applied to a dataset that in-
cludes groups or types of examples assuming different treatment. The root cause of aggrega-
tion bias is the assumption that relationships between input data and labels are the same across
all subgroups of the dataset, which however may not be true. When such a model is deployed
it can turn out not to work well for any part of the population, or (e.g. in the case of a biased
sample) only work for the dominant population.

Understanding aggregation bias

The training datasets of the machine learning model can contain different groups of per-
sons, organisations or objects, and a single pattern, structure or rulebook may not suite
to describe all of these. In this case, treating them as equivalents during the training may
cause the machine learning model to produce incorrect output data for some groups.

Learning bias manifests itself in a situation where the differences in model performance across
different datasets are amplified by choices related to system objectives and requirements. For ex-
ample, if training makes use of differential privacy, this may limit the impact of under-represented
data in the model. As a result, the performance of the model suffers compared to a model not
optimised for privacy.

Understanding learning bias

When training predictive machine learning models, groups that are overrepresented in
the source data can also be amplified in the model because the associated probabilities
are higher and uncertainty lower. An example of learning bias is using the data generated
by a ML system to train the next ML system - the new model may inherit the previous bias.
At the same time, synthetic data may well serve as a tool to reduce bias, especially when
extra amount of data is generated for under-represented groups.

. J

Evaluation bias occurs when benchmarks not corresponding to the actual population are used
to evaluate the performance of a particular model. The root cause to that is the desire to compare
models to one another: executing the model on a variety of external datasets offers a good
opportunity for juxtaposition and the results tend to be equated with the model’s ‘goodness’.
However, this can result in an excessive focus on fitting the model to one specific benchmark.
This is particularly problematic in a situation where the test itself is already characterised by
historical, representative or measurement bias.
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Understanding evaluation bias

When evaluating models, Al creators can get stuck in the results of a specific test or qual-
ity comparison and forget that tests and comparisons may also be biased. If a machine
learning model produces good results in some tests, it does not automatically mean that
the model will be effective, high-quality and non-biased in a production system. The bias
of the evaluation test itself should also be assessed.

\.

Deployment bias emerges when the intended use of the model differs from its standard usage.
In some cases the users themselves can deviate from the intended task: e.g. to utilise a system
designed to assess the likelihood of committing crimes to determine the duration of a prison
sentence. In other cases the system may be developed as abstract and autonomous, but in
reality it must operate in and be interfaced to a complex socio-technological context not even
reflected in the abstract model.

Understanding deployment bias

When an algorithm or ML model is applied outside its originally planned scope, a con-
ceptual drift may occur, and the output data produced in the new context can turn out to
incorrect and biased. The bias can also occur in interactions between the user and the Al
system. Certain user interface elements or data presentation modes (colours, sounds) are
known to cause biases in user behaviour even if the model itself is bias-free. If the user
does have a clear picture of the quality or reliability of the Al system’s output decision or
whether it requires human validation, this will result in a decrease in the user's human
agency and amplification of theAl system'’s bias. The user tasked with decision-making
might also simply ignore assessments made by the Al system if these are in conflict with
their own beliefs.

\.

Modelless algorithms, such as rule-based systems, differ from model-based algorithms in that
learning bias is ruled out, as there is no model learning to fit a function. In this cases, we can
instead often speak of design bias arising from the potential biases of the system’s designers.
Apart from this, model-free algorithms are subject to all of the forms of bias discussed above.

Understanding design bias

Prejudiced or incorrect design choices made during algorithm development and utilisation
of the algorithm in an inappropriate situation are both forms of design bias. Design bias
can also occur in model-based systems where it can be introduced before the selection of
a model or datasets (partial overlap with evaluation bias).
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3 Avoiding bias

3.1 Reasons to avoid Al bias

As highlighted in the report of the European Commission’s Independent High Level Expert Group
on Artificial Intelligence [12], avoiding bias is one of the seven key requirements for achieving
reliable Al critical to protecting European values and the rule of law. Artificial intelligence must
adhere to the principle of fairness, and Al systems must respect all moral values of humans
in the same way; bias is in conflict with the principles of reliable artificial intelligence. In its
existence, Al systems do not function objectively - they reflect or even amplify former prejudices
and inequalities of people and society.

When Al systems shape decisions that affect a person’s access to services, rights or opportunities,
bias can have serious consequences - especially for those in an already vulnerable situation.
Often, the bias of Al is hidden, as algorithms are considered neutral. In fact, easily scalable
Al systems can spread harmful patterns much faster and more systemically than human and
societal biases at their own. We have an ethical and legal responsibility to ensure that such
technologies are not used as means of discrimination, of deepening social inequalities or of
concentrating power in the hands of the few.

Broadly speaking, the reasons to avoid Al bias can be divided into three categories depending
on the object being affected: Al bias can affect individuals, organisations, and the society as a
whole.

3.1.1 Individual level: Harm to fundamental rights and freedoms

Avoiding bias in Al systems is necessary to protect fundamental rights and freedoms. Biased
decision-making algorithmic systems violate the fundamental principles of democracy and indi-
vidual freedoms that form the foundations of fair societies, undermining trust in both technology
and institutions. Such systems are often characterised by a lack of transparency, both in terms
of the overall application of Al and in terms of its precise impact. People have no choice as to
its impact. Vulnerable groups are particularly at risk: children, people with disabilities, ethnic
minorities, women.

Bias in Al systems can lead to inequal access to critical services, products, and technologies. This
endangers the following principles:
+ theright to equal opportunities and impartiality within the meaning of socio-economic, gen-
der, age, ethnic, religious or sexual preference;

+ therightto a fair justice system and an administrative system in general terms (for example,
when the principle of presumption of innocence is violated);

+ the right to privacy and the protection of personal property.
3.1.2 Organisational level: Risks of economic and reputational
damage and legal compliance
Al bias can cause significant economic and reputational damage to the organisation. It can, for

example, enable unfair competition by exploiting consumer bias or market opacity and anticom-
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petitive cooperation. On the other hand, the disclosure of Al bias may result in reputational dam-
age to specific organisations, institutions, companies (and thereby loss of existing or potential
customers and market opportunities.

Other significant risks can be related to legal compliance: the use of biased Al systems can lead
to legal consequences - supervision measures and penalties. Conflicts within THE organisation
where employees perceive a contradiction between their employer’s Al practices and their per-
sonal values and work ethic must be highlighted as a category requiring special attention both
in situations where the Al is used by persons outside the company as well as in cases where it is
used inside the organisation (e.g. for recruitment).

3.1.3 Social level: Undermining trust in institutions and technology

Avoiding bias in automated solutions implemented is necessary to ensure trust and confidence
in such systems and in the institutions implementing them. Biased Al systems undermine trust
in both technologies and institutions and prevents the society from realising its full potential
through inclusive participation.

Systemic injustice damages the principles of democracy and rule of law. Injustices that already
exist in the areas of social policies (housing, health), education, insurance, finance and trade
(credit and other financial services; different pricing and availability of goods and services) make
citizens vulnerable to technology adoption, which can undermine social cohesion. Bias can nor-
malise, increase, and amplify existing social inequality, marginalisation, and prejudices and thereby
endanger democratic processes and equal opportunities, especially if it hinders access to edu-
cation, goods, services, and technologies.

General social loss of trust in technology can slow down the rate of innovation and reduce overall
economic efficiency and economic growth.
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Example. Systemic Risk Indicator (SyRI) of the Dutch Ministry of Social Affairs and Employ-

ment (2008-2020)

SyRI (System Risico Inventarisatie) was a large data analysis system used by the Dutch
Ministry of Social Affairs and Employment between 2008 and 2020 to identify tax fraud
and abuse of social benefits. The system combined various personal data - identity, em-
ployment, property, education, pension, business, income, and debt data - and used algo-
rithmic models to analyze them to detect irregularities or potential fraud. SyRI generated
risk reports on addresses in areas at higher risk of fraud. People were registered with
the system and could potentially become subject to investigations. The system was used
nationwide. The main problems were the opacity of the system, the fact that all citizens
became suspects, and that the system disproportionately targeted areas of marginalised
communities. In February 2020, the European Court of Human Rights declared the sys-
tem unlawful, finding it to be in breach of Article 8 of the European Convention on Human
Rights. As a result of the complaint of the Coalition of Civil Society Organisations, the use
of the system was discontinued and the Government decided not to appeal this decision,
recognising the inefficiency of the system.

At the level of the individual, SyRIviolated a number of fundamental rights and freedoms
and resulted in inequal access to critical services. The system was based on the principle
that all Dutch people are suspects, contradicting the presumption of innocence. This vi-
olated the right of citizens to equal opportunities, as the system systematically targeted
marginalised regions and ethnic minorities. Privacy law was also violated by extensively
combining personal data without the consent or knowledge of the citizens. According to
the judge, social interest and privacy were not in balance.

At the national level, SyRI caused significant reputational damage to the Dutch state. A
ruling by the European Court of Human Rights in 2020 declared the system illegal, forcing
the government to end the project and resign. International attention was negative, mo-
bilisation of civil society effective. The government acknowledged at the ministerial level
that the system was not effective nor efficient, but the reputational damage was already
done.

At the level of the society, SyRI undermined trust in institutions and damaged the fun-
damental principles of democracy through the creation of systemic injustice. This exac-
erbated existing social inequalities by targeting those communities that were already in
a vulnerable position, which in turn undermined trust in the state and the institutions -
citizens did not know they were being monitored and could not challenge the decisions.
Social opposition intensified when it became clear that certain areas had been designated
as suspects. This prevented equal participation and created mistrust in society.

3.2 Regulations and guidelines that require addressing Al
bias
3.2.1 Fundamental rights and freedoms

The creation of a fairer and more human-centred digital state must focus on the humans and
their rights and freedoms, the starting points of which are provided, inter alia, by the Constitution
of the Republic of Estonia [13] (see Chapter II) and the Treaty on European Union (EU) [14]. The
TEU together with the Treaty on the Functioning of the European Union (TFEU) [15] form the
basis of EU law, defining the common principles [16].
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Since Al systems, including LLMs, can amplify societal biases, e.g. gender, racial and age stereo-
types [2], it is critical that existing Al systems are not unfairly biased. The example below con-
cerns the use of real-time face detection technology by the London Police which was found to be
discriminatory towards a dark-skinned person.

Example. S. Thomson v. Commissioner of Police of the Metropolis (Use of facial recognition

technology by the Metropolitan Police) [ ]

The Metropolitan Police’s plan to expand live facial recognition technology was challenged
by the Equality and Human Rights Commission (EHRC), which argued that the deploy-
ment could violate human rights laws, particularly concerning privacy and discrimina-
tion. The EHRC supported a judicial review initiated by Shaun Thompson, a Black man
who was wrongly identified and detained due to the technology. The EHRC challenged the
Metropolitan Police’s planned expansion of live facial recognition as potentially unlawful
under European human-rights and equality standards, raising discrimination and privacy
concerns for mass surveillance deployments.

Al provides significant opportunities for increasing the efficiency of law enforcement processes
- from investigations and border defence to criminal law and asylum proceedings. At the same
time, prejudiced Al can result in significant ethical issues, such as discrimination, misidentifi-
cation, and loss of public trust. The Europol report Al Bias in Law Enforcement: A Practical
Guide [18] emphasises the socio-technological nature of prejudice and highlights the importance
of human supervision, impact assessments, and diverse, interdisciplinary teams. The report also
discusses the difficulties in the management of compromises in defining and measuring justice,
noting that no indicator of justice is suited for every single context and involvement of human
judgement is thus unavoidable. The report provides practical recommendations based on the AI
Act for the responsible, transparent, and rights-preserving use of Al systems at law enforcement
institutions.

Studies show that large language models traditionally associate women with home and family
life, while men are associated with careers and business. It has also been found that image gen-
erators are less likely to depict women and minorities in professional roles, especially in senior
positions [2]. As we move towards a more equal and just society, we must try to avoid such
situations in every possible way. All this is illustrated by the examples below.

Example. Mobley v. Workday, Inc. - Case no. 23-cv-00770-RFL[ , 1]

The case of Mobley v. Workday, Inc. is one of the first large-scale legal challenges to the
use of Al in recruitment. A federal court in California recently granted conditional certi-
fication of claims under the Age Discrimination in Employment Act, potentially creating
one of the largest collectives ever certified, covering millions of rejected applicants. The
plaintiff argues that Workday'’s Al-based screening tools embed employer biases and rely
on skewed training data, resulting in systemic exclusion based on age, race, and disability.
The ruling underscores the legal risks employers face when deploying algorithmic hiring
tools and signals that courts are willing to scrutinise their disparate impact. Federal litiga-
tion alleges that Workday's automated applicant-screening system has a disparate impact
in hiring and that vendor liability theories can proceed in court, making this a key test of
how civil-rights law applies to employer Al tools [19].
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Example. Harper v. Sirius XM Radio, LLC - Case no. 2:25-cv-12403-TGB-APP[ , ]

In Harper v. Sirius XM Radio, LLC, a job applicant has filed suit in the U.S. District Court for the
Eastern District of Michigan, alleging that the company’s Al-powered hiring tool discrim-
inated against him on the basis of race. The plaintiff claims the iCIMS Applicant Tracking
System embedded historical biases in its evaluation process, resulting in his rejection from
around 150 IT positions despite his qualifications. Harper asserts both disparate treatment
and disparate impact theories under Title VII and Section 1981, and seeks to expand the
suit into a class action for similarly affected applicants. He is pursuing compensatory and
punitive damages, as well as injunctive relief to modify or discontinue the Al tool. These
are allegations at this stage; Sirius XM has not yet responded, and no findings of fact or
law have been made by the court.

Example. The case of the UK Uber Eats courier [ ]

An Uber Eats courier, Pa Edrissa Manjang, filed a discrimination claim against the company,
alleging that the facial recognition system used to verify his identity was less effective for
Black individuals, leading to repeated login failures. The case was settled with a financial
payout to Manjang, and the Equality and Human Rights Commission (EHRC) highlighted
the need for Al systems to be tested for bias and fairness.

. J

The right to equality and the prohibition of discrimination are today considered fundamental
human rights [24]. § 12 of the Constitution of the Republic of Estonia states that everyone is
equal before the law. No one must be discriminated against on grounds of nationality, race,
colour, sex, language, origin, religion, political or other belief, property or social status or other
circumstances. Incitement to hatred, violence and discrimination of a national, racial, religious
or political nature is prohibited and punishable by law. It is also prohibited and punishable by
law to incite hatred, violence and discrimination between social strata’.

The Treaty on European Union [14] emphasises human dignity, freedom, equality, and respect
for human rights, highlighting non-discrimination, fairness and equality as values. According to
the Treaty, the fundamental rights guaranteed by the European Convention for the Protection
of Human Rights and Fundamental Freedoms are general principles of EU law [14]. The Charter
of Fundamental Rights of the European Union [26] confirms, inter alia, the rights arising from
the constitutional practices and international obligations of the EU Member States, including the
European Convention for the Protection of Human Rights and Fundamental Freedoms, the social
charters adopted by the EU and the Council of Europe, as well as the case-law of the Court of
Justice of the European Union and the European Court of Human Rights [27]. Various directives
have also been adopted to ensure equal treatment, such as Council Directive 2000/43/EC on racial
and ethnic equality [28] and Council Directive 2000/78/EC on equal treatment in employment and
occupation [29].

The equality of persons before the law and protection against discrimination are also recognised
in a number of international instruments such as:

+ The Universal Declaration of Human Rights [30] (1948) adopted by the United Nations (UN)
- the first international document to stress that human rights apply equally to all and are
indivisible, inalienable and universal [31].

+ various UN conventions on the elimination of discrimination (e.g. protection of women'’s

"Regarding § 12 of the Constitution, see also the explanations given in the commented version of it [25]
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rights [32], ensuring racial equality [33]).

* UN pacts, e.g. on civil and political rights [34], as well as on economic, social and cultural
rights [35].

The Council of Europe Framework Convention on Artificial Intelligence and Human Rights, Democ-
racy and the Rule of Law [36] establishes principles for the development and use of Al systems to
ensure that both systems and related activities are consistent with fundamental rights through-
out the life cycle of the Al system and comply with the principles of democracy and the rule of
law (Art 1 (1)). In the EU, the Convention applies to Al systems governed by Artificial Intelligence
Regulation (EU) 2024/1689 (AI Act).

The Al Act [1] states that Al should be a human-centric technology. It should serve as a tool for
people, with the ultimate aim of increasing human well-being (Rec 6). The Al Act is a risk-based
framework (see also Art. 9), which imposes stricter requirements on higher-risk Al systems (see
Chapter Il of the Regulation) and bans the use of certain Al systems (see Art. 5 of the Regulation).
The requirements are raised in accordance with Al-related roles (see subsection 2.2) (see also
explanations for the obligations of the importers ([37] page 503ff) and distributors ([37] page
516ff)).

Diversity, non-discrimination and fairness mean that Al systems are developed and
used in a way that includes diverse actors and promotes equal access, gender equality
and cultural diversity, while avoiding discriminatory impacts and unfair bias (Rec 27).

As an example, the AI Act mentions that technical inaccuracy of Al systems for biometric
remote identification of natural persons can lead to bias of results and lead to discrimi-
nation, with the risk of biased results and discriminatory effects being particularly high in
relation to age, ethnicity, race, gender or disability (Rec 32, 54).

Article 27 of the Al Act sets out a comprehensive framework for fundamental rights impact as-
sessments (FRIA) (see also [38] and [37] p. 553 et seq.). Under certain circumstances, the obliga-
tion to do so will arise in the case of high-risk Al systems before the system is introduced. FRIA
focuses on risk management by identifying risks affecting people, assessing the likelihood and
severity of their occurrence, and proposing mitigation measures and developing an effective risk
management plan [39]. ISO/IEC 42005 [40] (see Table 1) is also helpful in assessing the effects
of the Al system. Special attention should be paid to the introduction and implementation of
Al systems where the target group is more vulnerable groups, e.g. minors, the elderly, persons
with special needs.

There is also a need for regulatory sandboxes (also for the public sector) to support safe test-
ing of high-risk Al systems before the requirements of the regulation on Al systems are fully
applicable [41]. The Al Act requires Member States to ensure that at least one artificial intelli-
gence regulatory sandbox is established at national level and must be operational no later than
2.08.2026 (Art 57 (1)). For example, the French Data Protection Authority (CNIL) [42] provides
such an opportunity for legal and technical advice in Europe. According to the Estonian Al Action
Plan 2024-2026 [43] AccelerateEstonia operates in Estonia, which enables to test a new solution
in the market together with prototyping and design the necessary legal changes.

According to the Estonian White Paper on Data and Artificial Intelligence 2024-2030 [44], Estonia
wishes to be involved at international level in the development of policies, legislation and stan-
dards that enable us to promote our interests and ensure the applicability and consistency of Al
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with the principles of reliable Al It also sees great importance in cooperation with key partner
countries in the areas of the implementation and monitoring of reliable Al

The Estonian Digital Society Development Plan 2030 [45] sets the goal that public services must
be of high quality, predictable and accessible in every region, ensuring the fundamental rights
of people. Where such services contain Al systems, the relevant legal requirements must be
taken into account and the guidelines of the various expert groups and competent organisations
must be taken into account. According to the White Paper on Data and Artificial Intelligence
2024-2030 [44] it is also important to identify and mitigate the risks associated with algorithmic
discrimination in Estonian public sector systems.

According to the European Commission’s High Level Expert Group (Al HLEG) Trusted Al Guide-
lines [12], Al must be legal, ethical and robust. The main requirements for Al are human-centered
control, technical reliability and safety, privacy and data management, transparency, diversity
and fairness, social and environmental well-being and responsibility. These principles support
the protection of fundamental rights and the benefits of society.

The Organisation for Economic Co-operation and Development (OECD) has developed the Artifi-
cial Intelligence Principles [46], which are:

* inclusive growth and sustainable development,
* human rights and democratic values,

*+ transparency and explainability,

+ security and reliability,

* responsibility.

The OECD recommendations to policy makers highlight the need to invest in Al research and
development, create an inclusive and supportive ecosystem, develop an interoperable policy en-
vironment, develop human skills and prepare for changes on workforce market, and promote
international cooperation for reliable AI [46].

The European Declaration on Digital Rights and Principles for the Digital Decade [47] considers
Al as a tool with the ultimate goal of enhancing human well-being. According to this, everyone
should have the right to use the benefits of Al systems and make informed choices in the digital
environment, while being protected from risks and harm that affect health, safety and funda-
mental rights. According to the declaration, it is also necessary to ensure a safe and healthy
working environment and that the use of artificial intelligence in the workplace is transparent
and that its use takes a risk-based approach. It is also necessary to ensure that important deci-
sions affecting workers are made under human supervision and that workers are informed when
they come into contact with Al systems.

Example. Deterioration of equality

Applications of artificial intelligence can further exacerbate inequalities, e.g. in recruit-
ment, where algorithms favour men, or in healthcare, where women may be misdiag-
nosed, as the models are mainly based on data collected from men. In education, algo-
rithms can underestimate girls’ opportunities in real-time, increasing the risk of falling out
and limiting access to further learning programs. [2]

\.

The European Parliament’'s 2024 study highlights cases that show the extent of Al misuse and
opens up complex policy, regulatory and diplomatic challenges related to the past. [48] According
to the study:
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+ the misuse of artificial intelligence in authoritarian regimes is becoming an increasing prob-
lem, reinforcing the spread of misinformation and the suppression of dissidents;

+ the EU mustinvestin research and development of ethical Alin order to promote transparent
and non-misuse technologies;

+ effective sanctions and accountability mechanisms are necessary to punish human rights
violations and address supply chain vulnerabilities;

+ the balance between innovation and strict ethical compliance is critical to prevent EU tech-
nologies from being used for repression;

+ close partnerships with academia, the private sector and civil society are essential for early
warning and innovative solutions;

+ the EU should establish global Al governance standards through a strong legal framework
and active international cooperation. The EU needs to maintain high standards of human
rights and transparency internally in order to strengthen its global credibility;

+ dual use of artificial intelligence requires refined export controls to prevent misuse.

The European Commission’s 2025 report [2] addresses the changing role of General Purpose Ar-
tificial Intelligence (GPAI) in the EU. The report highlights the potential of the GPAI to promote
innovation, productivity and social development, but also highlights threats such as misinfor-
mation dissemination, bias, job transformation and privacy risks. The technological possibilities,
economic impacts and societal consequences of GPAI are discussed. In addition, EU regulatory
frameworks (e.g. AI Degulation and data laws) will be examined, which should ensure reliable
and transparent development. The report underlines the need for balanced policies to maximise
the benefits of the GPAI and reduce risks while respecting democratic values and the EU legal
framework.

Example. General Purpose Al (GPAI)

GPAI can reinforce existing bias and stereotypes, especially when models are trained on
data that reflect inequality. For example, GPAI may exacerbate gender bias when assessing
credit risk. [2]

The above underlines the need for a fair and transparent decision-making framework and to re-
duce unfair bias and ensure accountability. The development of reliable AI therefore requires
a diverse set of training data and fairness-focused algorithms. It is important to regularly audit
systems and increase the diversity of Al system developers. For example, at the EU level, the Dig-
ital Services Regulation [49] requires annual risk assessments from major platforms to identify
potential discrimination and threats to fundamental rights. [2]

Diversity, fairness and the avoidance of discrimination are the basis for the creation of reliable
AL Eliminating unfair bias is essential in order to avoid marginalisation of vulnerable groups
and exacerbating prejudice and discrimination. The fairness of Al is assessed on the basis of
protected characteristics (e.g. race, gender, age, disability) in accordance with the Charter. Al
systems should be evaluated across different protected groups, especially in high-risk cases, and
efforts should be made throughout the life cycle to avoid discriminatory or biased outcomes in
order to ensure fairness and comply with EU anti-discrimination legislation. [2]

By the end of 2025, the European Commission is planning to publish two new strategy docu-
ments: the Apply Al Strategy [50], which focuses on the use of the potential of Al systems in
target sectors and in the provision of public services, and the European Strategy for Al in Sci-
ence [51], which promotes the responsible use of Al in science and innovation. In Q1 2026, the
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Commission is also expected to publish a draft of the Cloud and AI Development Act [52], the
goal of which is to facilitate investment in cloud and edge computing [53].

3.2.2 Data protection and data management

Data protection issues are comprehensively regulated in Europe. Requirements for the protec-
tion of personal data can be based on both national and EU legislation. Depending on the sit-
uation, it may be necessary to rely on, for example, GDPR [54], the Data Protection Directive of
law enforcement agencies [55] or the Regulation on the processing of personal data by EU in-
stitutions, bodies and agencies [56]. The guidelines of data protection organisations and their
proposed interpretations, as well as various guidance materials or legal literature on the pro-
cessing of personal data in Al systems, e.g. [57, 58, 59], may also be helpful.

The Estonian Personal Data Protection Act (IKS) [60] specifies and supplements the provisions
of the General Data Protection Regulation (EU) 2016/679 [54] (GDPR) and establishes rules for
the transposition of Directive (EU) 2016/680. The IKS provides in several sections (e.g. 84, 85,
86 (3) 3), 810 (2) (3)) that data processing must not excessive damages to the rights of any data
subjects. In addition, the IKS provides that it is prohibited to make a decision based on only auto-
mated processing if this brings negative consequences for the data subject. A decision based on
profiling which discriminates against natural persons on the basis of specific types of personal
data is also prohibited, unless the making of the decision is permitted by law which provides for
appropriate measures for the protection of the rights and freedoms and legitimate interests of
the data subject (see subsection 21 (1) of the IKS).

Recital 10 of the AI Act also states that requirements related to the processing of personal data
also be taken into accountin the design, development, or use of Al systems involves the process-
ing of personal data, More specifically, data subjects must retain all rights and guarantees under
EU law, including those concerning automated individual decisions and profiling (Al Act, Rec 10).
The example below provides a vivid illustration of the challenges related to data analysis.

Example. Automatic data analysis - Case no. 1 BvR 1547/19, 1 BvR 2634/20[ , ]

In February 2023, the German Federal Constitutional Court ruled on the constitutionality of
automated data analysis by police authorities. The Court held that processing stored per-
sonal data through automated analysis constitutes a distinct interference with the right to
informational self-determination under the Basic Law. Such interference may be more se-
vere than the initial collection of data and therefore requires additional legal justification,
guided by principles of proportionality and purpose limitation. The judgment emphasises
that only the legislature may define the fundamental rules on what data may be used and
which methods of analysis are permissible, while administrative authorities may specify
technical details under strict oversight. Where automated data analysis has a serious im-
pact on fundamental rights, it is only permissible for protecting particularly weighty legal
interests and subject to stringent safeguards.

The application of GDPR to Al systems may pose difficulties as the characteristics of artificial in-
telligence (e.g. opacity and extensive data use) may conflict with the general principles set out in
Article 5 of GDPR - e.g. legality, transparency, purposefulness, data minimization and account-
ability [59]. GDPR is also stricter with regard to the processing of special types of data, which
may create legal uncertainty [63]. At the same time, it has been found [64] that the principles
of purposefulness and data minimisation can also be applied flexibly to support artificial intel-
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ligence within the framework of GDPR. The purposefulness allows for the data re-use provided
it is consistent with the original purpose of data collection. Minimisation of data may mean, in
particular, a reduction in detectability (e.g. through pseudonymisation) rather than necessarily
limiting data volumes.

An Al system’s compliance with GDPR ensures that the personal data used in the system are ad-
equate, relevant, and necessary for achieving a clearly defined purpose. Data controllers must
therefore carefully consider and justify the necessity of each data element; this must be anal-
ysed separately for each stage in the system’s life cycle (see Section 2.3). A good overview of
data, in turn, also facilitates compliance with the requirements of the AI Act, e.g. identification
and mitigation of bias. The AI Act sets out rules for the processing of sensitive data and active
bias management, thus ensuring compliance with the principles of fairness, transparency, and
minimum necessary data in Al systems [65].

The Estonian Data Protection Inspectorate has shared tips on how to protect people’s privacy
and ensure data protection in a situation where the Al system processes personal data. They
require that data be collected and processed only for clearly defined and justified purposes and
that transparency and security be ensured. It is also important to understand whether the input
given to Al may contain personal data, information intended for internal use or trade secrets.’
People need to be informed about how their data are used and to be able to view and correct
their data.

In the example below, the court ordered Clearview Al to inform data subjects of the possibility
of deleting their data from the company’s database.

Example. ACLU v. Clearview AI - Biometricdata[ , 1]

In the case ACLU v. Clearview Al, the American Civil Liberties Union (ACLU) and its Illi-
nois affiliate challenged Clearview Al for violating the Illinois Biometric Information Pri-
vacy Act (BIPA) through the unauthorised collection and use of facial images. As part of
the settlement, Clearview is permanently prohibited from granting most businesses and
private entities access to its faceprint database nationwide and cannot provide state or lo-
cal entities in Illinois access for five years. Illinois residents can now opt out of Clearview'’s
database, and the company must advertise this opt-out mechanism publicly. The settle-
ment highlights the importance of robust biometric privacy laws and provides protection
for vulnerable communities, including survivors of domestic violence, undocumented im-
migrants, and sex workers. The case demonstrates that strong privacy regulations can
impose meaningful limits on large-scale biometric surveillance.

. J

In the next example, the personal data of Facebook users were collected without the informed
consent of most of the subjects. The data originated from both users of the Facebook app and
their friends, and were used for the generation of political profiles for targeted advertising.

2The Public Information Act [66] aims to ensure that public access to information intended for general use is
possible. § 3" (3) of the Act states that ‘the granting of information for general use must guarantee the privacy of
a person, the protection of copyright, the protection of national security, the protection of trade secrets and other
information subject to restrictions on access." Section 34 (1) of the Act provides that information to which access is
restricted pursuant to the procedure established by law is deemed to be restricted. Entering the restricted information
into a public AI system is not permitted as it is not possible to exclude the leakage of such information to the service
provider or implementer of the model, i.e. there is no control over the further processing of the information.
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Example. The Cambridge Analytica scandal[ , ]

The Cambridge Analytica scandal illustrates how algorithmic inference can propagate bias
even without direct data collection from every individual. By using a personality quiz and
the social connections of participants, Cambridge Analytica created psychometric profiles
for millions of users, which were then applied to influence political messaging. This pro-
cess amplified existing social and political biases, as the algorithm relied heavily on de-
mographic correlations and assumptions rather than individual behaviors. The case high-
lights that surreptitious inference and behavioral targeting can inadvertently reinforce dis-
criminatory patterns or ideological echo chambers. Consequently, it underscores the need
for regulatory oversight of Al and algorithmic systems to identify and mitigate bias in pre-
dictive models and data-driven decision-making.

\. J

The large volume of personal data processed by Al systems may pose a high risk to fundamental
rights, in particular privacy and non-discrimination [71]. The 2nd Cybersecurity Directive (NIS2)
[72] also states that new technologies such as artificial intelligence must comply with EU data
protection requirements, including principles such as data accuracy, fairness, transparency and
confidentiality (encryption) and collection of as few data as possible, and that the protection-by-
design and default data protection requirements set out in GDPR must be fully respected.

In order to assess the probability and severity of the threat, taking into account the nature, scope,
context and objectives of the processing, a data protection impact assessment should be carried
out before processing (GDPR Art. 35, pp. 90). Impact assessments of Al systems, including ethical
and social aspects, are a good complement to the data protection impact assessment [71].

Example. Toeslagenaffaire in The Netherlands [ ]

The Dutch Toeslagenaffaire (childcare benefits scandal) concerned the use of an algorithm
by the Dutch Tax and Customs Administration to detect childcare benefit fraud. The sys-
tem created erroneous risk profiles, often targeting people with dual nationality or migrant
backgrounds, and wrongly classified thousands of families as fraudsters. As a result, many
lost access to benefits, faced severe financial hardship, and suffered long-term social con-
sequences. In 2021, the scandal triggered the resignation of the entire Dutch government
and remains a central example of how algorithmic bias can cause systemic injustice.

Article 10 (1) of the AI Act requires that training, validation and testing datasets for high-risk Al
systems be subject to appropriate data management and management practices. The require-
ments referred to in paragraph 2 of the same Article must be taken into account, including the
examination of the referred datasets to exclude bias (Art 10 (2) (f) ) and the obligation to take
appropriate measures to detect, prevent and mitigate bias. Article 10 (2) (3) of the Al Act re-
quires that training, validation and test data sets must be relevant, sufficiently representative,
error-free and complete to the extent possible, taking into account the intended purpose of the
data, and relevant statistical characteristics for the target population. In addition, paragraph 4
specifies that the datasets must take into account, to the extent necessary for their intended
purpose, the characteristics or elements that characterise the specific geographical, contextual,
behavioural or functional environment in which the high-risk Al system is intended to be used.
Katerina Yordanova has commented extensively on Article 10 of the Al Act in her comments on
the AI Act (see pages 259-283 [37]). See also Al Act pp. 66, 67, 68, 69, 70.
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To the extent strictly necessary to ensure that bias is detected and corrected for high-risk
Al systems in accordance with points (f) and (g) of paragraph 2 of this Article, providers of
such systems may exceptionally process specific types of personal data, subject to appro-
priate safeguards to protect the fundamental rights and freedoms of natural persons. In
addition to the provisions of Regulations (EU) 2016/679 and (EU) 2018/1725 and Directive
(EU) 2016/680, such processing must comply with all of the following conditions:

a) the identification and correction of bias cannot be achieved effectively by processing

other data, including artificial data or anonymised data;

b) regarding the special categories of personal data, technical restrictions are in place
regarding the re-use of personal data, also state-of-the-art security and privacy mea-
sures are in place, including pseudonymisation;

c) special categories of personal data must be subject to measures to ensure the secu-
rity, protection and appropriate safeguards of the personal data processed, including
rigorous access control and documentation, in order to prevent misuse and to ensure
that only authorised persons with appropriate confidentiality commitment have access
to such personal data;

d) the special categories of personal data may not be transmitted or transferred, they
may not be otherwise accessible to other persons;

e) the special categories of personal data should be deleted after the bias has been cor-
rected or when the retention period of the personal data is over, whichever comes first;

f) the registration of processing operations pursuant to Regulations (EU) 2016/679 and
(EU) 2018/1725 and Directive (EU) 2016/680 includes the reasons why the processing
of specific categories of personal data was strictly necessary to detect and correct the
bias and why this objective could not be achieved by the processing of other data.

The Al actrequires high-risk Al systems to be able to identify and mitigate bias. This is the primary
subject of Article 10 (5) of the regulation. Bias management is seen as a continual obligation
than must be followed throughout the entire life cycle of the Al system, taking into account the
principles of accuracy, transparency, and fairness. At the same time, the requirement to collect
a sufficient amount of representative data to prevent data bias must be balanced with the de
minimis principle set out in the GDPR, which requires careful planning. [73]

In addition to the above, audits also play a significant role. The Digital Regulation Cooperation
Forum (DRCF) [74] explores how regulators can address the challenges posed by the increasing
use of algorithms across different sectors. It maps the current landscape of algorithm auditing,
identifies gaps, and considers how regulators might coordinate in overseeing algorithmic sys-
tems. A key focus is on accountability, transparency, and ensuring that auditing practices evolve
alongside technological developments. Importantly, the report stresses that algorithmic bias is
a major risk, since automated systems can replicate or amplify existing inequalities if trained on
imbalanced data. Therefore, systematic audits should explicitly test for discriminatory outcomes
in high-impact areas such as finance, healthcare, and online content moderation.

The Al act sets out that high-risk Al systems must be designed and developed in such a way
as to ensure that their operation is sufficiently transparent to enable deployers to interpret the
system’s output and use it appropriately (Article 13 (1) ). This requirement is also relevant for
the public sector when purchasing an Al system from an external provider. A public sector or-
ganisation, as an implementer, which is about to implement an Al system must have sufficient
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understanding of the logic of the Al system in order to make reasonable use of it.

3.2.3 Cybersecurity and product safety

Effective and modern cyber security measures are essential to ensure the protection of fun-
damental rights and personal data. The general principle is that consumer products must be
safe [75] and a product that is not safe may not be placed on the market or put into service
(Estonian Product Conformity Act (TNVS) [76] 8 5 (1)).

The Al Act focuses on the safety of Al systems and provides that they must be accurate, stable
and secure (see Article 15). High-risk AI systems must be designed and developed to achieve
appropriate levels of accuracy, stability and cybersecurity throughout the life cycle (Art. 15 (1) Al
Act). The referred accuracy levels and relevant accuracy parameters must be documented in the
user manual accompanying the system (Art. 15 (3) AL Act).

Article 15 (4) of the Al Act requires high-risk Al systems must be as resilient as possible regarding
errors, faults or inconsistencies that may occur within the system or the environment in which the
system operates. High-risk Al systems that continue to learn after being placed on the market or
put into service must be developed in such a way as to eliminate or reduce as far as possible the
risk of possibly biased outputs influencing input for future operations (feedback loops), and as to
ensure that any such feedback loops are duly addressed with appropriate mitigation measures.
These Al systems must withstand unauthorized attempts by third parties to alter the system’s
output or performance by exploiting system weaknesses (Art. 15 (5) Al Act).

These requirements are not only important for high-risk Al systems, but also for other Al systems
used in the public sector, as the use of public services depends on people’s trust in solutions
offered in the country and also in the State and administration. Thus, according to Article 15
(5) of the AI Act, the technical solutions used to address the various weaknesses must include
effective measures to prevent, detect, counter, tackle and control attacks.

The purpose of the risk management system should be to identify and mitigate the risks to
health, safety and fundamental rights of Al systems (AI Act pp. 65). Cyber security is also en-
sured by complying with the relevant requirements of the following legislation - Cybersecurity
Directive [72], Cyber Resilience Act [77], Estonian Cyber Security Act [78].

The Cybersecurity 2nd Directive (NIS2) [72] sets out measures aimed at achieving a uniformly
high level of cybersecurity across the EU (Art 1 (1) ). The requirements of the NIS2 Directive are
transposed into Estonian law by The Cybersecurity Act (KUTS). KUTS sets out the requirements
for the operation of network and information systems of the public sector, the requirements for
liability and supervision and for the prevention and resolution of cyber incidents (Subsection 1

(1)

The assessment of the cyber risks of a product containing digital elements, which is also a high-
risk Al system, must be based on the different stages of the product and take into account the
risks to the cyber complexity of the Al system in relation to unauthorised attempts by third par-
ties to change the use, behaviour or performance of the system. Weaknesses inherentin artificial
intelligence, such as data poisoning or counter-attacks, must be taken into account. Where ap-
propriate, the risks to fundamental rights in accordance with the AI Act (Cyber Resilience Act rec
51; see also Article 12) should also be taken into account.

Compliance with cybersecurity and product safety requirements is crucial for Al systems. The
security of Al systems is not only limited to technical safeguards, but also involves a wider re-
sponsibility to people and society as a whole. At the same time, it is imperative that Al meets the
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strictest product safety requirements, avoiding risks and ensuring user protection throughout
the life cycle of the Al system. By integrating cybersecurity and product safety principles in the
initial stages of the design and development process, it is possible to design reliable, durable
and human-centred Al solutions that support European and Estonian values and principles and
increase society’s trust in technology.

3.3 Standards that require addressing Al bias

The following international standards include provisions related to the mitigation of bias in Al
systems. Standards that handle bias mitigation more indirectly are listed in Annex A.

Table 1. Standards related to mitigation of Al bias

Number of the

standard

ISO/IEC
42005 [40]

ISO/IEC
24027:2021 [79]

IEEE 7003-
2024 [30]

NIST AI 100-
1:2023 [81]

Name of the
standard

Al system im-
pact assessment

Bias in Al sys-
tems and Al
aided decision
making)

IEEE  Standard
for Algorithmic
Bias Considera-
tions

Al Risk Manage-
ment Frame-
work

Algorithmic bias risk management guideline

21 October 2025

Explanations

The assessment focuses on understanding how the pro-
posed Al systems and applications containing Al sys-
tems can affect people, groups of society or society as
a whole. The standard supports transparency, account-
ability and trust in Al systems, enabling the organisa-
tion to identify, evaluate and document potential im-
pacts throughout the life cycle of the Al system.

The Standard deals with bias in relation to Al systems,
particularly when making Al-based decisions. The tech-
niques and methods for measuring bias are described,
with a view to identifying and reducing bias-related vul-
nerabilities. All stages of the life cycle of the Al system
are covered, including data collection, training, continu-
ous learning, design, testing, evaluation and use.

The Standard describes processes and methodolo-
gies that help algorithm creators identify and reduce
bias, providing guidance on the selection of validation
datasets, definition of application limits, and manage-
ment of user expectations to prevent unintentional mis-
use and misunderstanding of algorithms.

Fairness in Al involves addressing harmful bias and dis-
crimination, though definitions of fairness vary across
cultures and contexts. Mitigating bias doesn't guarantee
fairness, as systems may still exclude or disadvantage
certain groups. NIST identifies three main types of bias
in Al - systemic, computational/statistical, and human-
cognitive - all of which can exist without intent and can
amplify harm if unaddressed. Also see [82].
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Number of the

Name of the

Explanations

standard standard
NIST AI 600- | Generative Al | Harmful bias in Al can amplify historical and systemic in-
1:2024 [83] Profile equalities, cause performance gaps across groups due

to non-representative data, or lead to uniform outputs
that distort results and decisions. Additionally, human-
Al interaction may result in issues like over-reliance, au-
tomation bias, or emotional attachment, affecting how
people perceive and use Al systems.
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4 Addressing bias in Al systems risk
management

4.1 How to approach bias within risk management

A generic risk management process consists of three steps: establishing the context, risk assess-
ment and risk treatment. While establishing the context of operations, first the system and its
stakeholders are described, then the organisation’s risk appetite and risk acceptance criteria are
to be defined and documented for the particular context. The risk assessment stage that follows,
provides the identification of threats, marking some threats realistic and thus further handling
these as risks and, evaluation of the risks - during the assessment usually also the risk owners
are destined. Further, the risk treatment stage follows deciding on how to handle each of the
risks - to avoid, mitigate, share/transfer or retain.

Risk assessment Risk treatment

risk identification

avmdance

Establishing
the context

risk analysis

sharlngl
transfer

risk evaluation

Figure 3. Risk management process, adapted from [84]

While risk management as a process can be somewhat unified, the objects the risk management
deals with as well as the properties of these objects can be different. This is the reason why the
risk based approach in loan business and insurance inherently differs from that in, e.g., infosec
or nuclear safety. In this context, the risks of Al systems are somewhat close to the IT security
risks while still requiring independent taxonomies, such as described in Section 2.5.

Although under the EU Al Act the risk management process only is mandatory for high-risk sys-
tems, it is strongly recommended to carry out risk analysis and assessment also for lower-risk
systems. That does not necessarily mean setting up a formal risk management process but
rather identifying and mitigating risks at the early stages of the system’s life cycle that helps to
prevent threats from realization or at least assists in mitigation of their effects. The identifica-
tion and evaluation done even outside of a formal risk assessment process are beneficial as it
becomes obvious what are the threats around the system. Once threats become evident and
plausible, it becomes not so easy to overlook the necessity to treat these even in the full absence
of a formal treatment process.
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Risk management as a discipline is described in the ISO standard ISO 31000 [85] and the
risk management framework (RMF) in NIST publication [86]. The specifics of risk manage-
ment in information security is described in ISO/IEC 27005 [87] and that of cybersecurity
in NIST cyber security framework (CSF) [88]. Standard ISO/IEC 23984 [89] describes how to
extend the risk management process in compliance with ISO 31000 to an organisation that
uses, develops or deploys Al systems. Finally, the Estonian Information Security Standard
(E-ITS) [90] aligns with the ISO/IEC 27001 series, thus E-ITS implementers can make use
of a risk-based approach. The risk management methodology for Al systems described
in the [11] aligns with the ISO 31000, ISO/IEC 27005 and E-ITS workflows and is also in
accordance with the NIST RMF and CSF frameworks.

4.2 Context description: Important aspects
4.2.1 System passport

As averyfirst step, itis necessary to identify and document the system itself and the stakeholders
involved. System bias may arise due to biased input data or e.g. by wrong design decisions made
by the system creators. If the organisation has access to the data used to train the models, it is
possible to identify a possible data bias by just analysing the data set. When there is no access
to the training data, bias assessments must rely on a limited information. Once the creators of
the system and its rules have been properly surveyed, they can be contacted easily later and
qguestioned over the potential bias to clarify the risks.

The stakeholders affected directly are:

* service users,

* persons, organisations or social groups related to the result of the service (whom the deci-
sions made by the system affect),

+ implementer of the system (reputational damage);

indirectly affected stakeholders are:
+ data subjects whose data are used to train the model or create the business rules,
+ system creator (reputational damage).

When it comes to a system built for a specific purpose, it is easy to record the direct and in-
direct purpose of the system. Where specific metrics exist to measure the achievement of the
system goals, the organisation must document these. While it comes to a problem-adjusted
or a narrowed GPAI model, it is yet possible to write down the direct purposes of the system,
but it becomes more difficult to discover the rest (often hidden part) of the purposes of the GPAL
When using GPA], it is very important to find out as much as possible about the underlying model
and the data used to train it. Unfortunately, we often have to accept that these aspects remain
opaque.
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4.2.2 System usage scenarios

Next the usage scenarios’ of the system are to be surveyed. These may partially overlap with the
system goals, but they are more specific. Consider an example where the purpose of the system
is to assess the likelihood of the potential benefits fraud. Then, depending on the design of the
application, the usage scenario may be, for example, to compile a list of suspected fraudsters or
instead, to calculate a fraud risk score for any client. These applications differ in that one issues
a list of suspects, the other issues assessment results for all clients. Although the first routine
can internally use the functionality of the second, these systems have very different outputs and
thus different risks (both legal and ethical).

The system may contain one or more Al components, so one system may implement multiple
usage scenarios. All usage scenarios must be described separately. It is important that the de-
tails of each usage scenario are documented, then it will be easier to make an later adequate
overview of the threats in the system. Since several usages may share same risks, then if possi-
ble, these will be grouped and dealt with jointly at a later stage. However, it may happen that the
same threat is assessed repeatedly, once per each usage story. This could happen when the risk
scenario or controls applied differ per scenario.

For each usage scenario, write down the details of the scenario, describe the input data and
related Al components (if a component supports multiple scenarios, that part can be copied),
and information about the expected result of the use story with the indication how it will be
used. The source of the information used in the compilation need to be correctly referenced so
that it can be quickly retrieved and updated at a later date.

Details of the usage scenario must indicate who and when the usage scenario starts, what the
system gets as input data, what is calculated or evaluated, and what is the result produced by
the system. The subsequent use of the result must also be described.

For input data, any presence of personal data, its special categories as well as trade secrets must
be made explicit. The collection of this data and the measures in place to protect the integrity
and confidentiality of the data must also be described.

For the algorithm or Al component in use, its version and the year of creation, the type (algo-
rithm or model) and parameters, the creator or origin, the deployment model and the compo-
nent's interfaces with the rest of the system must be documented. Where possible, the accuracy
of the system must be recorded, measures to reduce bias already in place must be described
and existing test results and assessments, such as audit results, ethics assessments, tests, legal
assessments, energy consumption assessments and environmental impact assessments, must
be listed.

It should be documented when the result is personalised or contains special categories of per-
sonal data or well as trade secrets. A description is to be provided how the results will be used
and what kind of decisions will be made based on the results. It should be inspected whether
integrity and confidentiality of the result are protected.

"We are forced to use the term usage scenario for the reason terms ‘user story’ and 'use case’ are reserved for IT
development purposes and have a pre-defined structure and semantics unreasonable to adhere to for risk purposes.
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4.3 Bias-related threats
4.3.1 Categorisation of threat scenarios in public sector Al systems

Public sector institutions utilise Al systems in extremely diverse contexts and for different pur-
poses. To understand the risks of bias, it is firstimportant to categorise the functional role of the
Al system. The system’s role is an important factor in the nature of both the threat scenarios and
potential damage. It must be noted that the same technological solution can simultaneously
have multiple functions and therefore be related to multiple threat scenarios. For example, a
chatbot can both provide services and collect data for shaping policy.

Policy-making and strategic management assistance tools provide inputs for developing po-
litical decisions or long-term strategies through the analysis of large datasets or prediction of fu-
ture trends. Bias risk is related to inaccurate or distorted analyses which can lead to misguided
policy decisions affecting the entire society.

Internal process support systems include recruitment, resource distribution, organisation of
work or other organisational decisions. Bias risk primarily manifests as unfair treatment or un-
fair distribution of resources within the organisation which can harm employees as well as op-
erational efficiency.

Administrative proceedings automation systems make decisions or help make decisions on
the rights, obligations, or benefits of citizens. This includes, e.g. permit issuance systems, bene-
fit calculation algorithms, violation detection mechanisms, or tools for identifying circumstances
relevant to the proceedings. Bias risk can materialise in the form of incorrect or inaccurate de-
cisions or other outputs related to the use of the system. An incorrect decision can essentially
mean the violation of a person’s rights, restriction of their freedoms, or establishment of unlaw-
ful obligations.

Systems providing public services and interacting with citizens include chatbots, informa-
tion systems, service provision platforms. Bias risk is related to differences in the quality of ser-
vice provision or discriminatory interaction, which can negatively impact equal access to public
services.

4.3.2 How the materialisation of threat scenarios can lead to damage

Should any of the threat scenarios described here materialise, the outcomes can be diverse and
serious. Below, we will describe the main categories of damage that can result from bias in Al
systems.

4.3.3 Bias can cause physical or economic damage

Origins of threat. Al models trained on historical data can learn and reproduce statistical pat-
terns found in these data through their outputs. If these patterns reflect societal differences, the
model may begin to associate certain demographic traits (such as gender, race, age) with certain
outcomes. This may lead to discriminatory behaviour by the Al system implementing the model.
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Why is this a problem? Such systems can systematically make adverse decisions against cer-
tain groups of people, regardless of individual differences. This leads to unfair access to jobs,
loans, healthcare or law enforcement. Models designed to optimise processes can thus embed
and automate earlier differences, making it more difficult to identify and address bias-related
problems.

What can go wrong? What kinds of damage can occur in what kinds of systems?

Example. Healthcare

An algorithm widely used in US hospitals directed black patients to special care programs
less frequently compared to white patients with a similar condition. This caused unnec-
essary health-related suffering to a group. The problem appeared because the algorithm
evaluated current health condition as a function of the cost of medical procedures pro-
vided previously and leaving out of consideration the fact that historically, less money has
been spent on the treatment of black patients. Thus, the model learned that lower costs
meant less need for assistance, which was an incorrect relation. [91].

Example. Recruitment

| r
\.

Amazon'’s recruitment algorithm began to systematically give lower scores to female can-
didates. The system was trained using the biographies submitted over 10 years, most of
which came from men. The model learned that ‘'male gender’ is a predictor of success, and
began to punish résumés that included the word ‘women’ (e.g. ‘captain of the women's
chess club’). This caused economic damage to a population group [92].

| '
\

Example. Public services

Algorithms for assessing the risk of fraud in social benefits in the Netherlands systemati-
cally put citizens with immigrant backgrounds at a disadvantage, which led to discrimina-
tion in the processing of benefits and later to a widespread scandal [93]. Another example
- it has been shown that predictive policing algorithms can disproportionately target po-
lice resources to certain areas, based on historical arrest data that already reflect previous
patterns of policing and possible bias [94].

7
\

Example. Linguistic inequality affects quality

Large language models are predominantly trained on English language data. Therefore,
their ability and accuracy in languages with a lower number of speakers is systemically
lower. For example, the MMLU-ProX benchmark has shown differences of up to 24.3%
in the ability of language models between languages [95]. However, the problem is not
limited to lower quality (e.g. factual errors or unnatural phrasing), but also concerns safety.
Experimental results show that due to the shortage of corpuses to fine-tune safety, all
LLMs produce significantly more unsafe responses for non-English queries than English
ones. The adverse effect for smaller nation groups is that their Al systems tend to be of
lower quality or unsafe. [96].
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Example. Language inequality affects culture

Specifically in scenarios where no information is in the language of the query, LLMs pre-
fer documents in high-resource languages during generation, potentially reinforcing the
dominant views. Such bias exists for both factual and opinion-based queries [97]. A digital
divide may appear putting the quality and safety of the service into dependence of the
user’'s language and thus cultures with smaller populations become weaker.

4.3.4 Erosion of human agency, dissipation of responsibility

Origins of threat. The threat arises from the human tendency to place excessive trust in the
outputs of automated systems (automation bias). This effect is particularly strong when using
so-called black-box processing where decision-making processes are not transparent or require
additional human effort to validate them. This leads to a dissipation of responsibility: if a harmful
decision is made by an algorithm, then it may be unclear who is legally or morally responsible -
the developer, implementer or human operator.

Why is this a problem? In this situation, any error (including bias) in the algorithm or Al system
will amplify damage. A system that guides a human in decision-making will erode professional
expertise and critical thinking, as humans delegate decision-making to a machine. In case of
public services, it reduces the impact of important human factors in decision-making, such as
empathy, ethics and contextual understanding. Systems are becoming more inflexible and less
human [98]. What is more important, however, is the deterioration of responsibility as a funda-
mental principle of democratic and legal law. If the chain of responsibility is severed, the affected
parties may lose the right or even possibility to challenge the decisions or obtain compensa-
tion [99].

What can go wrong? What kinds of damage can occur in what kinds of systems?

« Administrative proceedings: Official's professional discretion is replaced by an inflexible
algorithm that cannot account for the particulars of the specific case or human aspects. In
practice, many public sector automatic decision-making systems have been cancelled due
to the fact that they replace human discretion with an inflexible rule set or ignore principles
such as the presumption of innocence. Such automation can cause public resistance which
can lead to the termination of the entire project [9].

+ Policy-making: Critical analysis is replaced by ‘data-based’ decision-making which can mask
the fact that significant questions have been left unanswered. For instance, public discourse
and the media can paint of a picture of an 'expected Al' which is often much more autonomous
and capable than actually existing technology. This cultural image facilitates the emergence
of the belief that an AI system is independent and infallible, overlooking the fact that the
system is a result of human development and operational processes [100].

+ Internal processes: The skills and experience of leaders and HR specialists remain untapped
if decision-making is delegated to algorithms. This erodes the organisation’s internal exper-
tise and can result in decisions which may be technically correct but overlook the organisa-
tion’s culture and human aspects.

+ Public services: Service providers lose contact with citizens and their real needs. Systems
become less flexible and less human, reducing the impact of important human factors, such
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as empathy, ethics and contextual understanding in decision-making processes [98]. T

4.3.5 Organisational damage, reputational damage

Origins of threat. This is a risk from the perspective of the organisation deploying the Al system.
If a biased or otherwise faulty system causes public damage, the subsequent negative attention
and setback may prove to be very damaging to the organisation itself and its objectives. The risk
lies not only in the unfair outcome, but also in the direct negative consequences for the creator
or implementer of the system.

Why is this a problem? The problem is expressed in direct financial damage (failed projects,
legal costs), loss of public confidence, and increased regulatory pressure. This could make the
implementation of future Al projects considerably more difficult as the public, customers and
employees become more sceptical of AL For public authorities, this means failing to serve their
citizens and erodes confidence in the state and the government in general.

What can go wrong? What kinds of damage can occur in what kinds of systems?

+ Empirical evidence: The RealHarm database, which collects examples of Al failures, found
that reputational damage is the most common type of damage for organisations. The study
also showed that existing guardrails could not have prevented many of these incidents, in-
dicating a gap in the practice of deploying Al protection systems [101].

+ Cancelled projects: The survey, which analysed the failures of automated public sector sys-
tems, identified 61 cases where projects were terminated. This was due to a combination of
technical deficiencies, budget overruns, proven bias and public pressure. All these factors
contribute directly to organisational damage [9].

*+ Business failure: The previously mentioned case of Amazon'’s recruitment tool is a classic
example of business failure. Wasted time and large financial investment resulted in an un-
usable product, plus negative media coverage and reputational damage, which forced the
company to suspend the project [92].

What can go wrong and what kind of damage occur in the public sector?

+ Administrative proceedings: The violation of citizens' rights will lead to legal disputes, me-
dia scandals and political pressure.

+ Internal processes: Discrimination of employees can lead to labour disputes and loss of
talent.

+ Public services: Low-quality service or discrimination will damage the institution’s reputa-
tion and public trust.

+ Policy-making: Policy decisions made based on biased analyses can mean widespread crit-
icism and political responsibility.
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Example. Administrative proceedings: Public services

Dutch social benefit fraud risk evaluation algorithms systematically placed citizens with an
immigrant background in a disadvantaged position, leading to their discrimination in ben-
efit awarding procedures and subsequently resulted in a major scandal [93] (see also the
SYRI case discussed in Section 3.1.3). It has also been demonstrated that predictive polic-
ing algorithms can unproportionally direct police resources into specific areas based on
historical arrest data which already reflect past police work patterns and potential partial-
ity [94]. Both examples demonstrate how systems designed to automate administrative
proceedings can unlawfully limit citizens’ rights and subject them to unfair obligations,
thereby eroding the public’s trust in the state and its services and causing reputational
damage.

4.3.6 Damage to democracy, the rule of law, and social cohesion

Origins of threat. The bias in Al systems threatens the very foundations of a democratic society
- the trust of citizens in the state and public institutions and the rule of law. Biased algorithmic
systems violate the fundamental principles of democracy and individual freedoms which form
the foundations of just societies. Such systems are often characterised by a lack of transparency,
both in general as regards the implementation of Al and its precise impact. In addition, a person
may lack the choice about the impact of Al on their life. At the same time, the bias of Al systems
can normalise, increase and amplify existing social inequalities, marginalisation and prejudice.
The injustices that already exist in the areas of social policy (housing, health), education, insur-
ance, finance and trade make citizens vulnerable to restructuring. This creates divisions in society
and hinders the equal participation of all citizens in social life.

How do different types of systems create such risks?

+ Administrative proceedings: Unfair automatic decisions regarding citizens' rights, obliga-
tions or benefits will undermine the perception of the principles of rule of law and equality.
Systemic discrimination in the distribution of benefits or determination of obligations will
also deepen existing inequalities.

+ Policy-making: Biased data analysis or forecasts can lead to discriminatory policies which
will systematically damage certain groups, e.g. by ignoring their needs or amplifying their
marginalisation.

+ Public services: Differences in service quality between different groups will damage the
principle of equality and public trust. This can increase the social (digital) divide and stratifi-
cation.

+ Internal processes: Discrimination in recruitment or resource distribution within the public
sector can reduce the diversity and quality of public services which will indirectly affect the
entire society.

Why is this a problem? Loss of trust in technology and institutions will undermine democratic
processes and can lead to a crisis of legitimacy. Al bias will endanger the fundamental principles
of rule of law: right to equal opportunities and impartial treatment in socioeconomic, age, ethnic,
religious or sexual perspectives; the right to a just judiciary system and a just administrative
system in general; and the right to the protection of privacy and personal assets. For instance,
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the presumption of innocence will be turned upside down if all applicants for social benefits are
checked for potential violations rather than qualification criteria. The deepening of bias together
with the automation can undermine social cohesion and prevent society from realising its full
potential through inclusivity. If certain groups are systematically deprived of equal opportunities
in education, the labour market, health care or other areas of life, then the society cannot take
advantage of the talents and contributions of all its members. This leads not only to individual
loss but also to collective loss. Society is missing out on innovation, economic growth and social
development, which could be brought about by full and equal participation of all citizens. If
constitutional rights and democratic values are rendered meaningless by automatic systems,
this will damage the legitimacy of the state and erode public trust, which will in turn deepen
social divides and hinder the development of the society.

4.4 Evaluation of bias risks
4.4.1 Assessment of the severity of bias-related threats

Each organisation has to define its risk appetite - i.e. readiness to deal with the consequences
of a threat event. If the consequences of a threat are evaluated to be so serious that the organi-
sation prefer not to face these, a strategy has to be prepared to prevent and avoidance these. In
Section 4.3 we presented examples of possible consequences of bias of algorithms and Al sys-
tems (material loss, health damage, damage on national and social levels). There are a number
of aspects which significantly increase the risks of an Al system thus needing the attention from
the deployer of the system.

The output of the Al system affects life, health or financial situation. If the output of the Al
system directly or indirectly affects the provision of money, work, assistance, medical treatment,
physical or mental violence against another person, or the unjustified restriction of his or her
rights, the consequences of bias in the system are serious. Damage to the autonomy, privacy or
other freedoms of a person is at least as important depending on the organisation of society, but
risk analysts are often more clear about specific material or physical damage. Therefore, when
describing the risks, it is worth considering whether, for example, data leaks can lead to later
direct property or physical damage, even if the damage has not yet been demonstrably arrived.

The Al system is an immediate decision-maker and/or implementer. If the Al system'’s output
is automatically transformed into a decision, the consequences of the bias will be serious. An Al-
based system of automatic penalty procedures (e.g. for parking irregularities or speeding) has
an immediate and specific impact. If such an Al system is biased and without proper monitoring
and supervision, it can lead to measurable losses, especially if the person did actually behave
correctly. We note that even when a human has been added to the system to oversight the
decisions, they may develop a dependence on the opinion of the machine over time, and the
effectiveness of the oversight decreases.

The AI system changes beliefs, values or behavioural patterns.

If the Al system affects the behaviour of a large number of people over a longer period of time,
the consequences of bias are severe. For example, Al systems created for educational, psycho-
logical counselling or entertainment (but biased) can affect people’s behaviour over a longer
period of time. If they also perform their primary task (promoting skills, solving complex rela-
tionship problems or entertainment), then in addition, they can create harmful patterns of be-
haviour (addiction to the machine in all activities, unwillingness to communicate with other peo-
ple). These risks are also present when services are provided by humans, however the amount
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of human guiding and associated harms remain limited, unlike for AI systems which, while fol-
lowing exactly the same guidelines can affect hundreds of millions of people.

4.4.2 The art of setting thresholds

The risk management methodology for the bias of algorithmic and Al systems inherently con-
sists of multiple steps. The more serious the threat, the more thoroughly should the mitigation
measures be weighted.

Number of persons affected The easiest way to evaluate a threat is the number or percentage
of affected persons in a given period of time. Examples of evaluating damage are as follows:

« During the system lifetime, one person will die due to the system’s bias®.

* One person per year gets health damage due to the system’s bias.

« Every year, the system’s bias leads to the end of the activities of ten viable organisations=.

* 0.1% of the users of an Al system suffer unreasonable financial losses due to its bias.

* 0.5% of the population per year lose their jobs due to bias.

Example. Training provider had to compensate the losses to rejected applicants caused by

an age discriminatory algorithm

The EEOC (Equal Employment Opportunity Commission), a federal agency in the United
States, sued iTutorGroup, a language-teaching company, because their recruitment infor-
mation system automatically rejected female applicants over 55 and male over 60. The
company had to pay $365,000 in compensation, implement anti-discrimination policies,
and provide training for its recruiters [102].

Time to first damage In addition to thresholds related to victims, it may be expedient to estimate
how long it will take for the damage event to occur. This is particularly important for threats
where the bias of an algorithm or an Al system affects people over a long period of time. A
longer-term perspective must also be considered in a situation where the risk assessment is
carried out before the system is built and the implementation lasts several years, for example:

* threats associated with bias may occur within 10 years from the assessment; or

+ threats associated with bias may occur within 7 years after commissioning the system.

4.5 Risk treatment for bias threats
4.5.1 Possible outcomes

Evaluating and treating the risk of bias in the algorithm or Al system will likely have one of three
possible outcomes.

1. The system is commissioned without changes and all residual risks will be accepted (possibly
after implementing additional measures).

2. The system is deemed biased to the extent that its development or use must be suspended
because treating the risks is either not possible or not economically rational. While this is a

2We assume here the Al system is of civilian use.
*Note that it could be also quite possible and even desirable to create an Al system to terminate the activities of
certain organisations (e.g. criminal ones).
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sure way to avoid the threats of bias, the expected benefits of an algorithmic or Al system
will also be lost.

3. The system is commissioned on the condition that appropriate additional organisational
and/or technical protection measures can be implemented. This is probably the most fre-
quent result.

4.5.2 Complexities and trade-offs in bias mitigation

While there are many technical methods for bias mitigation, it is important to understand that
this is not a simple technical bug-fix. The mitigation of bias is a complex sociotechnical problem
without a generic and definitive solution. Each intervention comes with its own compromises and
philosophical choices. The first and most fundamental challenge is that fairness lacks a single,
universally accepted definition. An article introducing Google’s What-If tool illustrates this, citing
the example of five experts who all define gender fairness in loan decisions differently [103].

« Group unaware: Gender must not be taken into account at all, even if it means that no
woman ever can get a loan.

« Group thresholds: Thresholds for creditworthiness should be set separately for women and
men in order to compensate for the historical data disadvantage.

+ Demographic parity: The gender distribution of approved borrowers must correspond to
the gender distribution of applicants.

+ Equal opportunities: Qualifying men and women must be equally likely to receive approval
for a loan application.

+ Equal accuracy: The accuracy of the model's predictions (for both positive and negative
decisions) must be equal across both genders.

All these definitions contradict each other. Each option is a compromise that requires a decision
according to the specific design and purpose of the Al system, the risk tolerance of the organi-
sation, business requirements, and the legal landscape.

Differences in outputs do not always equate to discrimination. If it assumed that any statisti-
cal differences in the results for different groups is necessarily the result of unfair discrimination,
there is a risk of falling into the trap of poor epistemology. It is possible that the model has iden-
tified real, non-discriminatory, underlying variables that correlate with demographic groups. In
such a case, changes can lead to new injustices, for example by favouring less-qualified can-
didates to meet a quota. It is therefore critical to thoroughly analyse the actual causes of the
differences before implementing mitigation measures.

Trade-off between fairness and accuracy. Most bias mitigation techniques act as limitations
on the model optimisation process. A system with limitations is almost always suboptimal in
performing its original, unfettered task. In practice, this often means that fairness is increased
at the expense of the overall accuracy or performance of the model. As the Fairlearn example
showed (see the description in Section 5.4), calibration of decision thresholds did reduce gen-
der inequality, but also led to a slight decrease in the overall accuracy of the model. This is a
compromise that organisations must take into account in a system'’s development.
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4.5.3 Cost-efficiency of bias mitigation measures at different life cycle
stages

In Section 2.3, we described the life cycles of creating a machine learning model and deploying
an algorithm or model in an application. Bias avoidance at each stage of the life cycle comes at
different prices [104, 105].

The best time to prevent bias is during the system'’s design process. The time after the vi-
sion and objectives of the system are formulated is the best moment to think about both the
beneficiaries of the system and donors of the data in it. We recommend doing the following.

1. Define the population groups on whose data the algorithm or model has to work correctly.

+ Determine whether it has to behave correctly on all the people on planet Earth, on the
citizens of a particular country, or on a smaller group.

+ Define the distribution of the age groups - how old and how young persons the system
has to work with?

+ Define the expected gender distribution.
+ Define the natural language the system has to work with.

2. Define the rules about how to behave when choices and compromises need to be made in a
situation where an ideal dataset, algorithm or model is not available, based on Section 4.5.2.

3. Add this information to the system’s procurement or development requirements as an im-
portant requirement.

The best (but not necessarily the cheapest) moment to avoid bias is while the algorithm or
a machine learning model is being designed. The changes of mitigation of bias risks are the
best if the creation of the machine learning model is under the control of the client ordering the
Al system (the model is created in accordance with their requirements). We give an overview of
these possibilities in Section 4.5.4.

In case the system has already been built or procured, dealing with bias is more expensive
and perhaps even impossible.

If unacceptable risks materialise in a system procured as a complete package, then the system
must be either modified or replaced. If it is possible to replace an algorithm or machine learning
model in the Al system (standard interfaces have been used), then it may be possible to develop
or acquire a better model that works better on the target population. Sometimes the system
can be rebuilt or additional technical or organisational measures can be added to prevent the
replacement of the whole product, algorithm or model. Possible solutions are described in Sec-
tion 4.5.5.

If the behaviour of the system cannot be changed, it must be discarded and, if necessary, a new
system must be obtained. Relevant cases are covered in Section 4.5.6.

4.5.4 Mitigation of bias in ML model training

The economic reality of the IT industry makes in-house (on-premises) development of machine
learning models expensive so it is often necessary to make do with models trained by others. If
the developer of the Al system builder has control over how a machine learning model is created,
then relevant requirements can be established in both the data collection and preparation, and
model training stages.

Data collection and preparation stage
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Bias can result from:

+ under- or overrepresentation of specific groups within the model (representational bias) [104];

* measurement errors or high-noise data which reinforce historical and/or representational
bias in the model being developed [106].

Possible measures for bias mitigation are as follows.

+ Incasethe collection of training data is under the control of the system’s creator (e.g. is a part
of the project) then we recommend organise additional data collection to ensure the diversity
and representativeness of the data (finding additional data on underrepresented groups) or
leaving out data on overrepresented groups (while monitoring quality indicators)* [104].

+ Ifthe statistical distribution of data on underrepresented groups is known (or it is analytically
identifiable) we recommend considering synthetic generation of additional data on these
groups.

+ We recommend considering the use of bias detection and data auditing tools, with an em-
phasis on tools that are being improved and updated [106].

+ Incase acquiring additional data is not possible, we recommend the application of balancing
techniques in model training [106].

Model training stage
Bias can result from:

+ unfairness of algorithms due to bias in training data or unsuitable optimisation criteria [107];
*+ prejudiced inferences in training data (e.g. connection of names to stereotypes) [108];
+ overlearning based on data on dominant groups [107];

* inputting non-relevant personal data and sensitive data without any need or legal basis [108].
Possible measures for bias mitigation are as follows.

+ If certain features are known not to increase the quality of the machine learning model but
amplify the model’s bias we recommend leaving these features out of the training data.

+ We recommend using smaller and more easily controlled models with fewer ‘surprises’ in
their behaviour [108].

+ We recommend carrying out quality control during the preparation of training data, which
should include the deletion of duplicates and filtration of the training dataset [108].

+ Iffairness-based algorithms are available for the functionality of the system being developed,
we recommend considering their use [107].

+ Werecommend regular validation of the system’s outputs using inputs from different groups,
especially when deploying a new version of the model [107].

+ We recommend carrying out bias impact assessments throughout the whole development
process [107].

+ If personally identifiable data are used for training or fine-tuning we recommend following
the principles of data minimisation and data protection by design, as well as implementing
additional protection measures for the protection of such data.

“Before using these (and other) mitigation measures we recommend reading Section 4.5.2. Also recall that using
data synthesis to train ML models can amplify learning bias.
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Example. ML models that rely on a biased samples are also inefficient

Several studies have attempted to replicate previous experiments in machine learning
model training, and failed - the models in recurrent studies are not as successful as the
original study models. The reason for this has often been sample bias - the effect appears
only on certain training data, and the result cannot be repeated on larger and more repre-
sentative datasets. This means that biased models can also just not work. Inefficiency of
models trained with biased datasets is common, for example, in research on autism [109],
radiological images [110], and obstetrics [111].

4.5.5 Reducing bias when interfacing or deploying an algorithm or
model

Bias will already be present in Al system or algorithm at the interfacing stage. It is important to
understand that a provider of a marketed and functioning Al system has significantly more legal
obligations than in the course of its development (see Section 3). It is also worth considering that
it may be more expensive to mitigate bias at a later stage than at the beginning of the creation
of the system. Below, we will list some potential mitigation measures that can be employed at
different life cycle stages.

Fine-tuning the ML model for an AI system
Bias can result from:

* reinforcement of statistical bias during fine-tuning;

+ use of sensitive data in fine-tuning without lawful basis [108];

+ reinforcementlearning or automatic feedback cycles which amplify the ML model’s bias [108].
Potential bias mitigation measures are as follow.

+ In a situation where the base model cannot be changed but can be fine-tuned, we recom-
mend setting bias reduction as an additional fine-tuning goal.

+ Werecommend ensuring the transparency of the fine-tuning process, documenting all changes
made to reduce bias.

+ Similar to training, we also recommend the principles of data minimisation and data protec-
tion by design and employing additional protection measures in fine-tuning [108].

Model implementation, i.e. interfacing the model into an Al system
Bias can result from:

+ in high-impact contexts, discriminatory or hallucinated responses can lead to sustained bias
in the Al system [104, 108];

+ non-explainability of the model’'s decisions makes it difficult to identify the sources of bias
and hinders their mitigation [112];

+ biased or profiling information present in the shared context (e.g. context window of a chat)
can affect the model's responses;

+ the lack of protection measures against prompt injections enables bad-faith users to give
biased instructions to the model [108].

Potential bias mitigation measures are as follow.
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+ In case the model cannot be fixed, we recommend considering swapping the algorithm or
ML model for a less-biased option.

+ Independent of the model’s features, we recommend including a human in the process as a
final decision-maker.

* Human supervision of the system must be strengthened [107].

+ We recommend training the decision-makers and supervisors to understand the verification
and explainability of the Al-system’s outputs.

+ In case the final decision will not be made by a human, the system must include output ex-
plainability and quality monitoring features. For this purpose, we recommend adding the
option of requesting an output review which will forward the decision to a human for verifi-
cation [108].

+ Responsibility schemes and transparency reports must be implemented in the system [107].

+ We recommend also treating bias related to the integration of the ML model to datasets by
employing bias-reducing and privacy-preserving architectures (e.g. RAG with guardrails).

+ Regular audits of the Al architecture and assessments of explainability and decision quality
are required [108].

Operation and monitoring of the AI system
Bias can result from:

+ drift in model bias over time due to changes in social expectations [105, 108];

+ the ML model's output accidentally reveals personally identifiable data which allows a human
decision-maker to make a biased decision which the machine would not have done.

Potential bias mitigation measures are as follow.

+ We recommend organising continous assessment and real-time monitoring of the quality of
the model's outputs [105].

* Feedback on the system’s behaviour must be regularly gathered from stakeholders and users [108].

4.5.6 Situations necessitating termination of the system’s use

If risk assessment reveals that a system using an algorithm or a machine learning model does not
comply with the requirements of existing laws, it cannot be commissioned. If a law prohibiting
the use is adopted during the operation of the system, the use must be terminated. If a law
establishes additional conditions which the system does not comply with, the use of the system
must be suspended until compliance is ensured. In certain cases, a similar ban can be initiated
e.g by a relevant ethics committee.

In some situations, an otherwise lawful system can produce an unlawful output. In such cases
there is no reason to immediately terminate the use of the system; instead, the system can be
fixed, e.g. following the recommendations presented here. This also illustrates why the reduction
of risks related to the system to near-zero is not always required - this may not be realistic, and
a threshold established in such a manner renders the development of new services prohibitively
difficult.

In the course of risk assessment, some risks can remain undetected and the treatment of other
risks might not mitigate them completely. Mitigating a risk also does not bring the risk to zero.
The remainder is called the residual risk. If the residual risks of an Al system exceed the organi-
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sation’s risk appetite, it is rational to either terminate the use of the system or to not deploy it at
all.

A residual risk can exceed the risk appetite e.g. when:

* it cannot be ruled out that a biased AI system causes bodily harm or death to a person;

+ it cannot be ruled out that the bias of the Al system directs a person to cause bodily harm or
death to themselves or another person;

+ financial damage arising from the deployment of the system exceed the possibilities of the
organisation to cover them.
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5 Tools for dealing with bias

5.1 Black box vs white box system

The terms 'black box’ and 'white box’ systems are often invoked in the context of Al systems. A
black box is a system whose internal operation is opaque, while for a white box it is transparent.
In practice, however, this distinction is not so clear-cut. It is more useful to think of the openness
of the AI system and model as a spectrum that ranges from the most closed to the most open.

This spectrum is defined by several principal factors: how much information has been published
about the development of the model (its data and training process), what access is available to
the model itself, and how it is implemented. At the same time, the internal complexity of the
models themselves also adds to the lack of transparency. Even a system that is fully transparent
in its structure can functionally be a black box if we are unable to interpret its decisions.

5.1.1 Spectrum of openness of Al systems

Dimensions of openness. We list the main dimensions used to assess the openness of the sys-
tem.

+ Training data. It is the foundation of the model's knowledge, abilities and bias.

- Most closed (opaque): no information available regarding the data.
- Partly transparent: the main data sources (e.g. Common Crawl, Wikipedia) have been
disclosed, but the final, processed data and blending relationships are not shared.
- Most open (transparent): full and pre-processed training data is available in machine-
processable form.
+ Data processing. Training blend. The way the data is filtered and mixed affects the model’s
ability as much as the data itself.

- Most closed: no details are published about the process.

- Partly transparent: the overall methodology is described in a technical report (e.g. 'we
used aggressive de-duplication’).

- Most open: Full source code is published for for cleaning, filtering and blending the data.

+ Architecture and weights of the model. This determines whether the model can be used
and studied by by others.

- Most closed: no information on architecture and number of parameters.

- Partly transparent (architecture only): architecture is described, but training parameters
(weights) are closed. The user understands the essence of the model, but cannot run it
independently.

- Most open (with open weights): model weights are publicly downloadable. Generally, this
is meant when a model is called an open source AI model.

+ Training details and 'recipe’. This enables other scientists to replicate the results.

- Most closed. No information available

- Semi-transparent: main hyperparameters (e.g. learning step) and hardware information
are published.

- Most open (training recipe is open): Full training code, configuration files and logs are
published.
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* Access methods and the extent of control. This determines how much control the devel-
oper has over the behaviour of the model.

- Most closed (integrated into the product): Al is only a specific functionality of specific
applications (e.g. an image processing program).

- API'-based access: Standardised for commercial models. The host system sends a query
and receives a response. The APIs themselves are also on the spectrum: from simple
input-output to more accurate control (e.g. access to log scores).

- Most open (direct access): The user downloads the model scales and runs it on their own
hardware, with full control.

+ License. This determines what is legally permitted to do with the model.

- Most closed: use is limited by terms of use; the model cannot (may not) be downloaded
or modified.

- Open licence with restrictions: the licence allows certain uses (e.g. research) but imposes
restrictions on commercial use or requires disclosure of changes.

- Most open (permissive licence, e.g. Apache 2.0, MIT): The licence allows the model to
be used, modified and distributed almost without restriction, including for commercial
purposes.

Table 2 illustrates the openness spectrum by comparing several well-known AI model manufac-
turers and service providers. The openness of the Al system or model is not a single attribute,
but a set of independent choices made by developers and service providers. We note that the
openness of the models is described at the time of writing this Guide and it may change over
time. The table describes a number of different market strategies.

Closed API Providers (OpenAl, Google Gemini, Anthropic). Their models are black boxes by de-
sign, but they offer powerful APIs for developers. Their business model is providing a state-of-
the-art service regulated by the terms of service.

Open Weight Providers (Meta, Mistral, Qwen, DeepSeek, Google Gemma). The most com-
mon form of open-source Al. Data and training processes often remain proprietary, which makes
them semi-opaque for scientific reproducibility.

Diversity of licenses. Even among open models, there are big differences in licenses. Whereas
Allen Al uses the permissive Apache 2.0 license, Meta (Llama) and Google (Gemma) use their
private licenses, which can place restrictions on e.g. very large companies. For example, Cohere’s
licence is non-commercial, restricting immediate commercial use.

Ecosystem-based openness (NVIDIA). NVIDIA Nemotron series models are open-weights, but
their license is strategically limited: it allows free testing, but for commercial use in production it
requires joining NVIDIA's paid Al Enterprise platform. This is a try-before-buy strategy designed
to link users to their hardware and software ecosystems.

Al integrated into the product (Apple, Midjourney). These systems are not designed as devel-
oper tools but are integrated into end-user products (e.g. operating system or chat application).
Users communicate with Al through the product, not directly.

Fully Transparent Model (Allen AI). The OLMo series is exceptional because it aims at scientific
reproducibility. Everything is public: data, code and model parameters (weights).

TAPI - Application Programming Interface
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Table 2. Openness of common LLMs

Model / Developer

OpenAlI (Top models)
Google (Gemini family)
Anthropic (Claude family)

Meta (Llama family)

Mistral (Open models)

Alibaba (Qwen3 family)

DeepSeek (DeepSeek-R1)

Google (Gemma family)

NVIDIA (Nemotron family)

OpenAlI (Whisper family)

OpenAlI (o1-mini)

XAI (Grok family)

Cohere (Command R+)

Apple Intelligence

Midjourney

Black Forest Labs (FLUX family)

Allen AI (OLMo 2 family)

Training
Data

Closed
Closed
Closed

Semi-open

Semi-open

Semi-open

Semi-open

Semi-open

Semi-open

Semi-open

Closed

Semi-open

Semi-open

Closed

Closed

Closed

Open

Pre-
processing
of training
data

Closed
Closed
Closed
Closed

Closed

Closed

Semi-open

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Closed

Open

5.1.2 Explainability of the model

Architecture
and Weights

Semi-open
Semi-open
Semi-open

Open

Open

Open

Open

Open

Open

Open

Open

Closed
(Grok-1)

Open

Closed

Closed

Semi-open

Open

Training
details
("recipe”)

Closed
Semi-open
Semi-open

Semi-open

Semi-open

Semi-open

Semi-open

Semi-open

Semi-open

Semi-open

Closed

Semi-open

Semi-open

Closed

Closed

Closed

Open

Access and
Control

API
API
API

Weights and
partners APIs

Weights and
API

Weights and
partners APIs

Weights and
API

Weights

Weights (re-
stricted)

Weights and
API

Weights

Weights and
API

Weights and
API

Integrated
with product

Integrated
with product

Weights and
API

Weights
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License

Proprietary
Proprietary
Proprietary

Llama licence
(restricted)

Apache 2.0
(permissive)
Apache 2.0
(permissive)
MIT
(permissive)
Gemma li-
cense (re-
stricted)

Private license
(NVIDIA, paid
in production)

MIT
(permissive)

Apache 2.0
(permissive)

Apache 2.0
(permissive,
Grok-1)

CC BY-NC-SA
(non-
commercial)

Proprietary

Proprietary

Flux
License (non-
commercial)

Apache 2.0
(permissive)

It is important to understand that even a fully white box model with all components (data, code,
scales) in the public domain is still a functionally black box without specific explainability and
interpretability techniques. The internal operation of the model is just too complex to understand
directly, even if we have its weights and their activations for a specific input. Therefore, separate
methods are needed to investigate why the model makes certain decisions.

However, there is a difference between whether just the model or the whole system is a black
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box. If an external API service is used, the entire system can be considered a black box. The
integrator of such an APL is not in control of the infrastructure of the model, any filters prior or
post to queries, and is unable to guarantee the stability of the service. On the other hand, when
hosting an open-weights model in-house, the system becomes more transparent because the
implementer then has control over the entire chain, from hardware to processing the model’s
outputs. This distinction is often more important in practice than the full transparency of the
model itself. To simplify the issue, we further distinguish the black box Al systems where the
implementer has no access to the model and its operating processes and the white box systems
where the model is operated by the deployer.

5.2 Measures for mtigating the bias of a black box system

For black box systems, such as using an external API service, there is no access to model training
data and source code. It is therefore not possible to change the model itself. Bias mitigation
measures have to be external to the system and focus on how the model is tested, implemented
and what protection measures are built around it.

Systematic testing and auditing. The nature and extent of the bias present in the system must
be understood before mitigation measures can be implemented. Because of the intrinsics of
the model remain invisible, the model has to be tested behaviourally, i.e. through input-output
analysis. This is similar to software penetration testing.

+ Benchmark tests. The system can be tested using standard bias measurement tools (such
as SafetyBench or AgentHarm) to compare its results with other models.

* Robustness tests (red teaming). This includes providing deliberately provocative or sensi-
tive inputs to the system to detect potentially biased or harmful responses. The aimis to find
weaknesses in the system.

+ Counterfactual analysis. The system is provided with inputs that have been minimally mod-
ified, for example by changing only one demographic characteristic (e.g. name, gender, age),
and must monitor whether the output of the model changes significantly. This can help to
identify discriminatory behaviour.

Using external guardrails. Since the model itself cannot be changed, a protective layer has to
be created around it, which filters both inputs and outputs.

+ Input validation. User queries are validated before they are sent to the model. If the query
is provocative in nature or may cause bias, it can be blocked or recast.

« Output validation. The model's response is validated before displaying it to the user. If the
answer contains biased language, harmful stereotypes or factual errors, it can be replaced
by a neutral message (I cannot answer this question’) or directed to a human operator.

Organisational measures. Often the most effective measures are not technical but organisa-
tional.

+ Restriction of usage scenarios. If testing shows that the system is unreliable or biased in
a given area (e.g. medical recommendations or candidate assessments), the most robust
measure is to prohibit the use of the system in this context.

+ Ensuring human oversight. For high-risk decisions, Al output should never be the final
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decision, but only an informational input to a human expert. This ensures that the ultimate
responsibility is borne by a human.

+ Changing Service Provider. If the bias of the system is excessive and the service provider
does not provide adequate solutions, the last resort is to choose another, more reliable prod-
uct or service provider. This creates market pressure motivating developers to create fairer
systems.

5.3 Measures for mitigating the bias of a white box system

In a white box scenario, there is access to the internal components of the model: model weights,
and sometimes training data. This situation usually occurs when the system is developed within
an organisation or in cooperation with a partner that ensures transparency, or when the organ-
isation implements the external system in-house. This offers wider possibilities for mitigating
bias, as it is possible to address the root causes of the problem at every stage of the life cycle of
the AI system.

Auditing the dataset and model. Model diagnostics tools such as Google’s What-If Tool or Mi-
crosoft's Responsible Al Toolbox can be used to find the root causes of the bias. They enable in-
teractive analysis of the behaviour of the trained model on different data segments, visualisation
of differences in results between demographic groups, and the generation of counterfactuals.
Such an audit will provide input for the selection of the following mitigation measures.

Data-level measures. If an audit reveals problems with the dataset, the following measures can
be applied before training the model:

+ Data balancing. The impact of underrepresented data groups can be reduced, for example,
by re-weighing data in a training process. Greater weight is given to the underrepresented
data points. [113].

+ Data augmentation. Additional synthetic data can be generated for underrepresented groups
to improve their representation.

Model-level measures. These measures are implemented during model training to guide it to-
wards fairer results.

+ Fairness-optimised training. Algorithms can be supplemented with fairness-related restric-
tions, such as a penalty function that prevents the model from using sensitive features or
promotes equal results between different groups.

* Model fine-tuning. The pre-trained model can be fine-tuned using a high-quality and bal-
anced dataset to 're-educate’ unwanted inferences and teach fairer behaviour.

+ Adversarial debiasing. A technique where one model tries to make a prediction and the
other tries to guess a sensitive trait based on the prediction. The first model is trained so
that the second fails in its task [114].

* Prompt engineering. The behaviour of the model can also be guided by carefully crafted
instructions, or prompts. It is possible to reduce discriminatory behaviour by adding re-
minders of the importance of fairness to the query or asking the model to analyse potential
bias before responding [115].

+ Feature steering. This is a technique in which the internal neural network activations of the
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model are directly altered. By identifying specific characteristics related to bias within the
model, their effects can be suppressed or altered, thereby reducing unwanted behaviour [116].

Output related measures. These measures are implemented after the model's prediction in
order to correct its output.

+ Calibration of decision thresholds. The decision thresholds of the model (e.g. from which
score the applicationis considered approved) can be calibrated separately for different groups
in order to achieve the desired measure of fairness. Tools such as Fairlearn offer this func-
tionality [117].

5.4 Implementation examples of bias mitigation measures

Finding successful, real-life examples of the mitigation of Al bias is more difficult than finding
failures. This is because failures are scandals and therefore newsworthy. A system that works in
an unnoticed, expected and fair manner is not as interesting to the public.

Thus, this section focuses not so much on the success stories of real systems in production as
on the demonstration of technical methods and approaches. These examples come mainly from
academic studies and tutorials on toolkits and illustrate how bias can be mitigated at the techni-
cal level.

Example. Data re-weighing in credit scoring (AIF360).

The tutorial for the AIF360 toolkit illustrates the principle of data-level intervention using
the example of age bias in the German credit dataset.
* The problem. The untrained model showed a clear preference for the older age group.

* Method applied. A preprocessing technique named re-weighing was used, which
gives greater weight to data points of under-represented groups during training.

* The result. In the demonstration, the difference between the groups in positive loan
decisions went down to zero. This shows how the pre-processing of data can reduce
bias under ideal conditions [113].

Example. Optimisation of decision thresholds for loan decisions (Fairlearn).

Microsoft's Fairlearn tutorial demonstrates a post-processing technique that corrects the
decisions of an already-trained model.
+ The problem. The model for loan decisions showed gender bias.

* Method applied. The ThresholdOptimizer algorithm was used, which finds an optimal
decision-making threshold for each demographic group (e.g. the score from which the
loan is approved) to ensure that the fairness metrics are met.

* The result. This method significantly reduced the gap between groups, leading to a
slight decrease in the overall accuracy of the model, which is a typical compromise
between fairness and accuracy [117].
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Example. Reducing discrimination by prompting (Anthropic).

In the case of LLMs, an effective measure is to guide the behaviour of the LLM through
carefully crafted prompts.
+ The context. It was found that the language model of the Claude family systemati-
cally made different decisions in high-risk scenarios, depending on the demographic
characteristics mentioned in the query.

+ Measures applied. Before issuing the actual task, special prompts were added to the
model input, for example, asking the model to analyse the potential bias before an-
swering, and to focus only on the candidate’s qualifications.

+ The result. Such prompt-based interventions significantly reduced the model's ten-
dency towards discriminatory decisions, while maintaining the model's overall judg-
ment in other respects [115].

\

Example. Correction of social bias by feature steering (Anthropic).

This is a technically more complex approach that directly interferes with the internal func-
tioning of the model.
* The context. In LLMs, specific patterns (indicators,features) can be identified in neural
network activations associated with certain concepts, including social bias.

+ Measures applied. The feature steering technique was used. When a model gener-
ates a response, these neural network activations associated with bias are modified in
real time.

+ The result. Moderate intervention was able to reduce social bias in model re-
sponses without significantly impairing the overall performance of the model in other
tasks [116].
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Appendix A Standards indirectly related
to mitigation of bias in Al systems

International standards directly related to bias in Al systems are set out in 3.3. Here we highlight
the standards that indirectly help to mitigate bias in Al systems.

Table 3. Standards indirectly related to mitigation of AI system bias

Number of the

Name of the stan-

Explanations

standard dard
ISO/IEC 11179- | Metadata registries | The Standard provides a basis for understand-
1:2023 [118] (MDR) ing metadata and MDRs by addressing meta-

(multiple parts)

data management and data descriptions.

ISO/IEC Systems and software | The standard describes system life cycle pro-

15288:2023[119] | engineering - System | cesses that support the development, procure-
life cycle processes ment and cooperation of systems between dif-

ferent parties.

ISO/IEC Systems and software | The standard describes the measurement pro-

15939:2017[120] | engineering — Mea- | cess system, helping to define, implement and
surement process refine metrics according to specific needs.

ISO/IEC Information tech- | The standard describes the UML language,

19501:2005[121]

nology - Open Dis-

which allows visual modelling and documenta-

tributed  Processing | tion of software systems in a uniform and stan-
- Unified Modeling | dardised way.
Language (UML)
ISO/IEC Systems and software | The standard defines the framework for qual-
25002:2024[122] | Quality Require- | ity models, describing their structure, meaning
ments and Evaluation | and relationships with measurement, require-
(SQuaRE) - Quality | ments and evaluation.
model overview and
usage
ISO/IEC Software product | The standard describes a general data quality
25012:2008[123] | Quality Require- | model that can be used to define, measure and
ments and Evaluation | evaluate data quality requirements for struc-
(SQuaRE) - Data | tured data.

quality model
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Number of the | Name of the stan- | Explanations
standard dard
ISO/IEC Systems and software | The standard defines data quality metrics that
25024:2015[124] | Quality Require- | enable quantitative assessment of data quality
ments and Evaluation | in accordance with the characteristics set out in
(SQuaRE) - Mea- | ISO/IEC 25012. The Standard provides guidance
surement of data | on how to apply these metrics throughout the
quality data-life cycle and is designed for use in a vari-
ety of information systems and organisational
roles, from developers to quality managers.
ISO/IEC Systems and software | The standard defines quantitative metrics for
25023:2016[125] | Quality Require- | evaluating the quality of the system and soft-
ments and Evaluation | ware to be used in conjunction with ISO/IEC
(SQuaRE) - Measure- | 25010. The standard supports the defini-
ment of system and | tion and evaluation of quality requirements
software product | throughout the development cycle and is suit-
quality able for quality assurance, management, deliv-
ery, procurement and maintenance.
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